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    Backplane OAuth

OAuth 2.0 and OpenID Connect provider core for Elixir applications, maintained
as part of Backplane.
Backplane OAuth is a fork of Boruta
2.3.8. Modules live under Backplane.Oauth (upstream Boruta.Oauth.* is folded
into it, other Boruta.* modules move under Backplane.Oauth.*), and the OTP
application is :backplane_oauth.
It implements the business rules of:
	RFC 6749 - The OAuth 2.0 Authorization Framework
	RFC 7662 - OAuth 2.0 Token Introspection
	RFC 7009 - OAuth 2.0 Token Revocation
	RFC 7636 - Proof Key for Code Exchange by OAuth Public Clients
	RFC 7521 - Assertion Framework for OAuth 2.0 Client Authentication and Authorization Grants
	RFC 7523 - JSON Web Token (JWT) Profile for OAuth 2.0 Client Authentication and Authorization Grants
	OpenID Connect Core 1.0
	OpenID Connect Dynamic Client Registration 1.0

Installation
def deps do
  [
    {:backplane_oauth, "~> 1.10"}
  ]
end
Configuration
config :backplane_oauth, Backplane.Oauth,
  repo: MyApp.Repo,
  issuer: "https://auth.example.com",
  contexts: [
    resource_owners: MyApp.ResourceOwners
  ]
See Backplane.Oauth.Config for every option and its default.
Database migrations
mix backplane_oauth.gen.migration

The task copies the oauth_clients, oauth_scopes and oauth_tokens
migrations into your repository and only creates the ones that are missing.
Phoenix controllers
mix backplane_oauth.gen.controllers

Run it from your *_web application root to generate OAuth and OpenID Connect
controllers, views, templates and tests.
Usage
Backplane.Oauth exposes token/2, preauthorize/3, authorize/3,
introspect/2 and revoke/2. Each takes a Plug.Conn and a module that
implements the matching Backplane.Oauth.*Application callbacks, so your
controllers render success and error responses. Backplane.Oauth.Openid
provides the OpenID Connect userinfo, JWKS and dynamic registration flows.
License
MIT. The LICENSE file keeps the original Boruta copyright notice.


  

    Changelog

All notable changes to this project will be documented in this file.
The format is based on Keep a Changelog,
and this project adheres to Semantic Versioning according to OAuth / OpenID connect specifications, changes may break in order to comply with those.
[Unreleased] - Backplane OAuth
First release as backplane_oauth, forked from Boruta 2.3.8. Versions follow
Backplane releases; entries below this one are the upstream Boruta history.
Changed
	Modules moved from Boruta.* to Backplane.Oauth.* (Boruta.Oauth.* folded into
Backplane.Oauth.*); configure with config :backplane_oauth, Backplane.Oauth.
	Boruta.Application is now Backplane.Oauth.Supervisor, the default token
generator Boruta.TokenGenerator is now Backplane.Oauth.SecureToken, and the
JSON Schema error formatter is now Backplane.Oauth.JsonSchemaErrorFormatter.
	Mix tasks are backplane_oauth.gen.migration and backplane_oauth.gen.controllers.
	Outbound JWKS and request object fetches use http_fetch in place of Finch and
Mint, and keep trusted host and authority pinning. Query strings in fetched URLs
are now sent; an optional http_adapter config selects an HTTP.Adapter.

Removed
	The Finch dependency and its OpenIDHttpClient pool.
	The upstream development Boruta.Repo and its priv/repo migrations.

[2.3.8] - 2026-08-01
Fixed
	trusted hosts / authorities default to empty values instead of nil

[2.3.7] - 2026-07-30
	Note that you must run the boruta.gen.migration task to add the client trust configuration fields.

Added
	support Elixir 1.20 and OTP 29 in continuous integration
	add per-client trusted certificate authorities and host allowlists for outbound requests

Fixed
	support HS384 and RS384 JWT client authentication algorithms
	generate controller callback assigns correctly

Security
	update oauth clients rsa private key modulus size
	require HTTPS and explicit client trust configuration for outbound request and JWKS retrieval
	validate JWT client assertion expiration
	restrict dynamic client registration to an allowlist of public registration attributes and safer default grant types

[2.3.6] - 2026-04-17
Changed
	update dependencies (Nebulex major version upgrade)

[2.3.5] - 2025-07-05
Fixed
	use clients context from dependency injection to resolve token structures

[2.3.4] - 2024-06-10
Fixed
	revoke previous issued tokens in case of code replay (authorization code grant)

[2.3.3] - 2024-03-20
Removed
	removed analytics gathering repl on boruta.gen.migration task

Security
	revoke previous issued tokens in case of code replay

[2.3.2] - 2023-12-23
	Note that you must run the boruta.gen.migration task to keep your database schema up to date while upgrading to this version.

Added
	clients have a metadata attribute where one can store json objects
	according to OpenID Connect core 1.0, clients have a logo_uri attribute
	boruta.gen.migration triggers a form to get statistics about boruta usage

[2.3.1] - 2023-04-24
	Note that you must run the boruta.gen.migration task to keep your database schema up to date while upgrading to this version.

Fixed
	public key is optional for oauth clients

[2.3.0] - 2023-04-09
	Note that you must run the boruta.gen.migration task to keep your database schema up to date while upgrading to this version.

Added
	configuration and support for client authentication methods (client_secret_post, client_secret_basic, client_secret_jwt, private_key_jwt) RFC 7521, RFC 7523
	dynamic client registration support OpenID Connect Dynamic Client Registration 1.0 incorporating errata set 1
	handle userinfo signed responses
	client key pair regeneration admin function Admin.regenerate_client_key_pair/1,3

[2.2.2] - 2022-10-25
	Note that you must run the boruta.gen.migration task to keep your database schema up to date while upgrading to this version.

Added
	allow lower case bearer authorization header
	prompt=none management for authorization code grant requests
	store the previous code associated with the delivered access token in authorization code grants
	prompt=none management for authorization code grant requests

[2.2.1] - 2022-10-16
Security
	remove symmetric keys from openid jwks

[2.2.0] - 2022-09-13
	Note that you must run the boruta.gen.migration task to keep your database schema up to date while upgrading to this version.
	Upgrade to this version need you to invalidate the cache by running Boruta.Config.cache_backend().delete_all()

Added
	confidential client management as stated in OAuth 2.0 RFC, documented here. It defaults to false (already existing clients will not be confidential)
	token as the created Boruta.Oauth.Token attribute in Boruta.Oauth.TokenResponse

Changed
	client credentials does not check client secret by default anymore, the client has to be set as confidential to do so

Security
	enable refresh token rotation, revoke previous refresh token on successful refresh token requests
	fix redirect_uri injection in implicit, hybrid and code grants

[2.1.5] - 2022-06-15
Added
	id tokens include kid header with the corresponding client id
	Boruta.Oauth.ResourceOwner extra_claims attribute that defines claims to be included in id tokens

Security
	do not not issue an access token in authorization code and hybrid grants if code was issued to an other client

Fixed
	id token at_hash and c_hash binary sizes for SHA256 and SHA384 signature hash algorithms

[2.1.4] - 2022-06-07
Note that you must run the boruta.gen.migration task to keep your database schema up to date while upgrading to this version.
Added
	handle response_mode in hybrid requests
	client id_token validation for ecto adapter
	per client id token signature algorithm configuration (introduce a database schema change)

Changed
	prefer invalid_grant to invalid_code and invalid_refresh_token
	error messages have been improved

[2.1.3] - 2022-05-17
Added
	handle response_mode in hybrid requests errors

Fixed
	respond to authorize requests with token_type only when an access token is returned
	generated migrations can be rollbacked
	clients pkey constraint do not crash on admin create

[2.1.2] - 2022-05-02
Fixed
	hybrid requests shall return all errors as fragment

[2.1.1] - 2022-04-30
Fixed
	dialyzer warning on Boruta.Oauth.Error struct type

[2.1.0] - 2022-04-29
Added
	OpenID Connect jwks endpoint domain and application layer generation
	OpenID Connect userinfo endpoint domain and application layer generation

Fixed
	OpenID Connect prompt=none login_required errors in domain

[2.0.1] - 2022-04-12
Added
	expose Boruta.Oauth.Client.grant_types/0
	expose Boruta.Oauth.IdToken.signature_alg/0 and Boruta.Oauth.IdToken.hash_alg/0

Changed
	Admin.delete_inactive_tokens/0,1 does not return deleted tokens

Fixed
	generated openid authorize controller prompt=none error params type

[2.0.0] - 2022-01-26
Added
	Boruta.Ecto.Admin.get_scopes_by_names/1
	Boruta.Ecto.Admin.regenerate_client_secret/1,2
	Boruta.Ecto.Admin.delete_inactive_tokens/0,1
	Boruta.Ecto.Client.grant_types/0
	ability to insert/update clients with given id/secret
	inserting/updating a client inserts non existing authorized_scopes
	oauth_module injection in boruta.gen.controllers generated controllers default to Boruta.Oauth

Changed
	store previous token while refreshing access tokens (need to run boruta.gen.migration mix task to be up to date)
	Boruta.Ecto.Admin.list_active_tokens/0,1 returns query result instead of an Ecto.Query
	Boruta.Oauth.ResourceOwners.claims/2 callback takes a Boruta.Oauth.ResourceOwner struct instead of sub as parameter

[2.0.0-rc.1] - 2021-11-17
Fixed
	better Ecto errors management
	remove padding from pkce code challenge checks
	reduce resource_owners adapter calls

Added
	domain wildcard for client redirect_uris

Removed
	Ecto ClientsAdapter.get_by(id: id, secret: secret) is removed in preference of ClientsAdapter.get_client(id) and Oauth.Client.check_secret(client, secret).
	Ecto ClientsAdapter.get_by(id: id, redirect_uri: redirect_uri) is removed in preference of ClientsAdapter.get_client(id) and Oauth.Client.check_redirect_uri(client, redirect_uri).

[2.0.0-rc.0] 2021-10-12
Added
	OpenID Connect core 1.0 integration	hybrid flow
	authorization code and implicit grants with OpenID Connect compatibility


	public_revoke per client configuration allowing to revoke tokens without providing client secret.
	introspect and revoke supported grant types per client configuration.

Changed
	Boruta.Oauth.AuthorizeResponse and Boruta.Oauth.TokenResponse do not provide token value in value field but prefer giving value by token type code, access_token or id_token.%AuthorizeResponse{
 type: "code",
 value: value,
 expires_in: 60
}
becomes%AuthorizeResponse{
 type: :code,
 code: value,
 expires_in: 60
}

	add nonce column to tokens
	default column values migrations
	migration management boruta.gen.migrations does incremental changes

Security
	codes are revoked after first usage

Fixed
	boruta.gen.controllers generated paths in umbrella apps

[1.2.1] - 2021-10-10
Security
	remove redirect_uris regex pattern check

[1.2.0] - 2021-09-15
Added
	public_refresh_token per client configuration allowing to refresh tokens without providing client secret.
	refresh_token_ttl per client configuration setting refresh tokens duration (along with refresh_tokne_max_ttl :boruta mix configuration).
	issuer :boruta mix configuration.

Fixed
	boruta.gen.controllers generated paths in umbrella apps.
	Refreshed tokens has associated access_token scope as default.
	Requests with no client secret won't raise an error.

Changed
	invalid_client do not return neither format, nor redirect_uri in Boruta.Oauth.Error.

[1.1.0] - 2021-08-16
Added
	AuthorizeApplication, IntrospectApplication, RevokeApplication, and TokenApplication behaviours allowing to implement separately different OAuth use cases.
	list_active_tokens Ecto admin function
	Boruta.AccessTokensAdapter, Boruta.CodesAdapter, Boruta.ClientsAdapter, and Boruta.ScopesAdapter encapsulating adapters that are set in configuration.
	Boruta.Oauth.AuthorizeResponse.redirect_to_url/1 function
	Boruta.Oauth.Error.redirect_to_url/1 function
	boruta.gen.controllers mix task
	Boruta.Ecto schemas documentation

Security
	do not issue access_tokens from other clients refresh tokens

Fixed
	Internal server errors when no client_id provided to token and refresh_token grants

[1.0.3] - 2021-07-29
Security
	Refresh token revocation

[1.0.2] - 2021-06-29
Added
	Different OAuth flows integration guides

[1.0.1] - 2021-03-10
Fixed
	Migration fix generated by mix boruta.gen.migration task

Added
	Documentation

[1.0.0] - 2021-03-10


  

    
Backplane.Oauth 
    



      
OAuth requests entrypoint, provides authorization artifacts to clients as stated in RFC.
Note: this module follows inverted heaxagonal architecture, its functions will invoke callbacks of the given module argument and return its result.
The definition of those callbacks are provided by either Backplane.Oauth.Application or Backplane.Oauth.AuthorizeApplication, Backplane.Oauth.TokenApplication, Backplane.Oauth.IntrospectApplication, and Backplane.Oauth.RevokeApplication,


      


      
        Summary


  
    Functions
  


    
      
        authorize(conn, resource_owner, module)

      


        Process an authorize request as stated in RFC 6749 - The OAuth 2.0 Authorization Framework and OpenID Connect Core 1.0 incorporating errata set 1.



    


    
      
        introspect(conn, module)

      


        Process a introspect request as stated in RFC 7662 - OAuth 2.0 Token Introspection.



    


    
      
        preauthorize(conn, resource_owner, module)

      


        Check success of an authorize request as stated in RFC 6749 - The OAuth 2.0 Authorization Framework and OpenID Connect Core 1.0 incorporating errata set 1.



    


    
      
        revoke(conn, module)

      


        Process a revoke request as stated in RFC 7009 - OAuth 2.0 Token Revocation.



    


    
      
        token(conn, module)

      


        Process an token request as stated in RFC 6749 - The OAuth 2.0 Authorization Framework.



    





      


      
        Functions


        


  
    
      
    
    
      authorize(conn, resource_owner, module)



        
          
        

    

  


  

      

          @spec authorize(
  conn :: Plug.Conn.t() | map(),
  resource_owner :: Backplane.Oauth.ResourceOwner.t(),
  module :: atom()
) :: any()


      


Process an authorize request as stated in RFC 6749 - The OAuth 2.0 Authorization Framework and OpenID Connect Core 1.0 incorporating errata set 1.
Triggers authorize_success in case of success and authorize_error in case of failure from the given module. Those functions are described in Backplane.Oauth.Application behaviour.

  



  
    
      
    
    
      introspect(conn, module)



        
          
        

    

  


  

      

          @spec introspect(conn :: Plug.Conn.t() | map(), module :: atom()) :: any()


      


Process a introspect request as stated in RFC 7662 - OAuth 2.0 Token Introspection.
Triggers introspect_success in case of success and introspect_error in case of failure from the given module. Those functions are described in Backplane.Oauth.Application behaviour.

  



  
    
      
    
    
      preauthorize(conn, resource_owner, module)



        
          
        

    

  


  

      

          @spec preauthorize(
  conn :: Plug.Conn.t() | map(),
  resource_owner :: Backplane.Oauth.ResourceOwner.t(),
  module :: atom()
) :: any()


      


Check success of an authorize request as stated in RFC 6749 - The OAuth 2.0 Authorization Framework and OpenID Connect Core 1.0 incorporating errata set 1.
Triggers preauthorize_success in case of success and preauthorize_error in case of failure from the given module. Those functions are described in Backplane.Oauth.Application behaviour.

  



  
    
      
    
    
      revoke(conn, module)



        
          
        

    

  


  

      

          @spec revoke(conn :: Plug.Conn.t() | map(), module :: atom()) :: any()


      


Process a revoke request as stated in RFC 7009 - OAuth 2.0 Token Revocation.
Triggers revoke_success in case of success and revoke_error in case of failure from the given module. Those functions are described in Backplane.Oauth.Application behaviour.

  



  
    
      
    
    
      token(conn, module)



        
          
        

    

  


  

      

          @spec token(conn :: Plug.Conn.t() | map(), module :: atom()) :: any()


      


Process an token request as stated in RFC 6749 - The OAuth 2.0 Authorization Framework.
Triggers token_success in case of success and token_error in case of failure from the given module. Those functions are described in Backplane.Oauth.Application behaviour.

  


        

      


  

    
Backplane.Oauth.AccessTokens behaviour
    



      
Access token context

      


      
        Summary


  
    Callbacks
  


    
      
        create(params, options)

      


        Persists a token with the given params.



    


    
      
        get_by(arg1)

      


        Returns a Backplane.Oauth.Token either by value or refresh_token.



    


    
      
        revoke(token)

      


        Revokes the given Backplane.Oauth.Token.



    


    
      
        revoke_refresh_token(token)

      


        Revokes only the given Backplane.Oauth.Token refresh token.



    





      


      
        Callbacks


        


  
    
      
    
    
      create(params, options)



        
          
        

    

  


  

      

          @callback create(
  params :: %{
    :client => Backplane.Oauth.Client.t(),
    :sub => String.t(),
    optional(:redirect_uri) => String.t(),
    :scope => String.t(),
    optional(:state) => String.t(),
    optional(:previous_token) => String.t(),
    optional(:resource_owner) => Backplane.Oauth.ResourceOwner.t()
  },
  options :: [{:refresh_token, boolean()}]
) :: token :: Backplane.Oauth.Token.t() | {:error, reason :: term()}


      


Persists a token with the given params.

  



  
    
      
    
    
      get_by(arg1)



        
          
        

    

  


  

      

          @callback get_by([{:value, String.t()}] | [{:refresh_token, String.t()}]) ::
  token :: Backplane.Oauth.Token.t() | nil


      


Returns a Backplane.Oauth.Token either by value or refresh_token.

  



  
    
      
    
    
      revoke(token)



        
          
        

    

  


  

      

          @callback revoke(token :: Backplane.Oauth.Token.t()) ::
  {:ok, Backplane.Oauth.Token.t()} | {:error, reason :: term()}


      


Revokes the given Backplane.Oauth.Token.

  



  
    
      
    
    
      revoke_refresh_token(token)



        
          
        

    

  


  

      

          @callback revoke_refresh_token(token :: Backplane.Oauth.Token.t()) ::
  {:ok, Backplane.Oauth.Token.t()} | {:error, reason :: term()}


      


Revokes only the given Backplane.Oauth.Token refresh token.

  


        

      


  

    
Backplane.Oauth.AccessTokensAdapter 
    



      
Encapsulate injected Backplane.Oauth.AccessTokens adapter in context configuration

      


      
        Summary


  
    Functions
  


    
      
        create(params, opts)

      


        Callback implementation for Backplane.Oauth.AccessTokens.create/2.



    


    
      
        get_by(params)

      


        Callback implementation for Backplane.Oauth.AccessTokens.get_by/1.



    


    
      
        revoke(token)

      


        Callback implementation for Backplane.Oauth.AccessTokens.revoke/1.



    


    
      
        revoke_refresh_token(token)

      


        Callback implementation for Backplane.Oauth.AccessTokens.revoke_refresh_token/1.



    





      


      
        Functions


        


  
    
      
    
    
      create(params, opts)



        
          
        

    

  


  

Callback implementation for Backplane.Oauth.AccessTokens.create/2.

  



  
    
      
    
    
      get_by(params)



        
          
        

    

  


  

Callback implementation for Backplane.Oauth.AccessTokens.get_by/1.

  



  
    
      
    
    
      revoke(token)



        
          
        

    

  


  

Callback implementation for Backplane.Oauth.AccessTokens.revoke/1.

  



  
    
      
    
    
      revoke_refresh_token(token)



        
          
        

    

  


  

Callback implementation for Backplane.Oauth.AccessTokens.revoke_refresh_token/1.

  


        

      


  

    
Backplane.Oauth.Application behaviour
    



      
Implement this behaviour in the application layer of your OAuth / OpenID Connect provider.
This behaviour gives all callbacks triggered invoking Backplane.Oauth module functions.
Note: This behaviour is split into Backplane.Oauth.AuthorizeApplication, Backplane.Oauth.TokenApplication, Backplane.Oauth.IntrospectApplication, and Backplane.Oauth.RevokeApplication providing utilities to implement the different OAuth / OpenID Connect endpoints independently.


      


      
        Summary


  
    Callbacks
  


    
      
        authorize_error(conn, oauth_error)

      


        This function will be triggered in case of failure invoking Backplane.Oauth.authorize/3



    


    
      
        authorize_success(conn, authorize_response)

      


        This function will be triggered in case of success invoking Backplane.Oauth.authorize/3



    


    
      
        introspect_error(conn, oauth_error)

      


        This function will be triggered in case of failure invoking Backplane.Oauth.introspect/2



    


    
      
        introspect_success(conn, introspect_response)

      


        This function will be triggered in case of success invoking Backplane.Oauth.introspect/2



    


    
      
        preauthorize_error(conn, oauth_error)

      


        This function will be triggered in case of failure invoking Backplane.Oauth.preauthorize/3



    


    
      
        preauthorize_success(conn, authorization)

      


        This function will be triggered in case of success invoking Backplane.Oauth.preauthorize/3



    


    
      
        revoke_error(conn, oauth_error)

      


        This function will be triggered in case of failure invoking Backplane.Oauth.revoke/2



    


    
      
        revoke_success(conn)

      


        This function will be triggered in case of success invoking Backplane.Oauth.revoke/2



    


    
      
        token_error(conn, oauth_error)

      


        This function will be triggered in case of failure invoking Backplane.Oauth.token/2



    


    
      
        token_success(conn, token_response)

      


        This function will be triggered in case of success invoking Backplane.Oauth.token/2



    





      


      
        Callbacks


        


  
    
      
    
    
      authorize_error(conn, oauth_error)



        
          
        

    

  


  

      

          @callback authorize_error(conn :: Plug.Conn.t(), oauth_error :: Backplane.Oauth.Error.t()) ::
  any()


      


This function will be triggered in case of failure invoking Backplane.Oauth.authorize/3

  



  
    
      
    
    
      authorize_success(conn, authorize_response)



        
          
        

    

  


  

      

          @callback authorize_success(
  conn :: Plug.Conn.t(),
  authorize_response :: Backplane.Oauth.AuthorizeResponse.t()
) :: any()


      


This function will be triggered in case of success invoking Backplane.Oauth.authorize/3

  



  
    
      
    
    
      introspect_error(conn, oauth_error)



        
          
        

    

  


  

      

          @callback introspect_error(
  conn :: Plug.Conn.t(),
  oauth_error :: Backplane.Oauth.Error.t()
) :: any()


      


This function will be triggered in case of failure invoking Backplane.Oauth.introspect/2

  



  
    
      
    
    
      introspect_success(conn, introspect_response)



        
          
        

    

  


  

      

          @callback introspect_success(
  conn :: Plug.Conn.t(),
  introspect_response :: Backplane.Oauth.IntrospectResponse.t()
) :: any()


      


This function will be triggered in case of success invoking Backplane.Oauth.introspect/2

  



  
    
      
    
    
      preauthorize_error(conn, oauth_error)


        (optional)


        
          
        

    

  


  

      

          @callback preauthorize_error(
  conn :: Plug.Conn.t(),
  oauth_error :: Backplane.Oauth.Error.t()
) :: any()


      


This function will be triggered in case of failure invoking Backplane.Oauth.preauthorize/3

  



  
    
      
    
    
      preauthorize_success(conn, authorization)


        (optional)


        
          
        

    

  


  

      

          @callback preauthorize_success(
  conn :: Plug.Conn.t(),
  authorization :: Backplane.Oauth.AuthorizationSuccess.t()
) :: any()


      


This function will be triggered in case of success invoking Backplane.Oauth.preauthorize/3

  



  
    
      
    
    
      revoke_error(conn, oauth_error)



        
          
        

    

  


  

      

          @callback revoke_error(conn :: Plug.Conn.t(), oauth_error :: Backplane.Oauth.Error.t()) ::
  any()


      


This function will be triggered in case of failure invoking Backplane.Oauth.revoke/2

  



  
    
      
    
    
      revoke_success(conn)



        
          
        

    

  


  

      

          @callback revoke_success(conn :: Plug.Conn.t()) :: any()


      


This function will be triggered in case of success invoking Backplane.Oauth.revoke/2

  



  
    
      
    
    
      token_error(conn, oauth_error)



        
          
        

    

  


  

      

          @callback token_error(conn :: Plug.Conn.t(), oauth_error :: Backplane.Oauth.Error.t()) ::
  any()


      


This function will be triggered in case of failure invoking Backplane.Oauth.token/2

  



  
    
      
    
    
      token_success(conn, token_response)



        
          
        

    

  


  

      

          @callback token_success(
  conn :: Plug.Conn.t(),
  token_response :: Backplane.Oauth.TokenResponse.t()
) :: any()


      


This function will be triggered in case of success invoking Backplane.Oauth.token/2

  


        

      


  

    
Backplane.Oauth.Authorization protocol
    



      
OAuth requests authorization

      


      
        Summary


  
    Types
  


    
      
        t()

      


        All the types that implement this protocol.



    





  
    Functions
  


    
      
        preauthorize(request)

      


        Checks if request is valid for token creation for given request, depending of implementation.



    


    
      
        token(request)

      


        Creates and returns tokens for given request, depending of implementation.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: term()


      


All the types that implement this protocol.

  


        

      

      
        Functions


        


  
    
      
    
    
      preauthorize(request)



        
          
        

    

  


  

      

          @spec preauthorize(request :: any()) ::
  {:ok, Backplane.Oauth.AuthorizationSuccess.t()}
  | {:error, Backplane.Oauth.Error.t()}


      


Checks if request is valid for token creation for given request, depending of implementation.

  



  
    
      
    
    
      token(request)



        
          
        

    

  


  

      

          @spec token(request :: any()) ::
  {:ok,
   Backplane.Oauth.Token.t()
   | %{
       required(type :: :code | :token | :id_token) =>
         token :: Backplane.Oauth.Token.t() | String.t()
     }}
  | {:error, reason :: term()}
  | {:error, Backplane.Oauth.Error.t()}


      


Creates and returns tokens for given request, depending of implementation.

  


        

      


  

    
Backplane.Oauth.Authorization.AccessToken 
    



      
Check against given params and return the corresponding access token

      


      
        Summary


  
    Functions
  


    
      
        authorize(list)

      


        Authorize the access token corresponding to the given params.



    





      


      
        Functions


        


  
    
      
    
    
      authorize(list)



        
          
        

    

  


  

      

          @spec authorize(params :: [{:value, String.t()}] | [{:refresh_token, String.t()}]) ::
  {:error,
   %Backplane.Oauth.Error{
     error: :invalid_access_token | :invalid_grant,
     error_description: String.t(),
     format: nil,
     redirect_uri: nil,
     state: term(),
     status: :bad_request
   }}
  | {:ok, Backplane.Oauth.Token.t()}


      


Authorize the access token corresponding to the given params.
Examples
iex> authorize(%{value: "value"})
{:ok, %Backplane.Oauth.Token{...}}

  


        

      


  

    
Backplane.Oauth.Authorization.Client 
    



      
Check against given params and return the corresponding client

      


      
        Summary


  
    Functions
  


    
      
        authorize(arg1)

      


        Authorize the client corresponding to the given params.



    





      


      
        Functions


        


  
    
      
    
    
      authorize(arg1)



        
          
        

    

  


  

      

          @spec authorize(
  [id: String.t(), source: map(), grant_type: String.t()]
  | [
      id: String.t(),
      source: map() | nil,
      redirect_uri: String.t(),
      grant_type: String.t()
    ]
  | [
      id: String.t(),
      source: map() | nil,
      redirect_uri: String.t(),
      grant_type: String.t(),
      code_verifier: String.t()
    ]
) ::
  {:ok, Backplane.Oauth.Client.t()}
  | {:error,
     %Backplane.Oauth.Error{
       error: :invalid_client,
       error_description: String.t(),
       format: nil,
       redirect_uri: nil,
       state: term(),
       status: :unauthorized
     }}
  | {:error,
     %Backplane.Oauth.Error{
       error: :unsupported_grant_type,
       error_description: String.t(),
       format: nil,
       redirect_uri: nil,
       state: term(),
       status: :bad_request
     }}


      


Authorize the client corresponding to the given params.
Examples
iex> authorize(id: "id", secret: "secret")
{:ok, %Backplane.Oauth.Client{...}}

  


        

      


  

    
Backplane.Oauth.Authorization.Code 
    



      
Check against given params and return the corresponding code

      


      
        Summary


  
    Functions
  


    
      
        authorize(map)

      


        Authorize the code corresponding to the given params.



    





      


      
        Functions


        


  
    
      
    
    
      authorize(map)



        
          
        

    

  


  

      

          @spec authorize(%{
  value: String.t(),
  redirect_uri: String.t(),
  client: Backplane.Oauth.Client.t(),
  code_verifier: String.t()
}) ::
  {:error,
   %Backplane.Oauth.Error{
     error: :invalid_code,
     error_description: String.t(),
     format: nil,
     redirect_uri: nil,
     state: term(),
     status: :bad_request
   }}
  | {:ok, Backplane.Oauth.Token.t()}


      


Authorize the code corresponding to the given params.
Examples
iex> authorize(value: "value", redirect_uri: "redirect_uri")
{:ok, %Backplane.Oauth.Token{...}}

  


        

      


  

    
Backplane.Oauth.Authorization.Nonce protocol
    



      
Check OpenID Connect nonce against given request

      


      
        Summary


  
    Types
  


    
      
        t()

      


        All the types that implement this protocol.



    





  
    Functions
  


    
      
        authorize(request)

      


        Authorize the given request corresponding the nonce value.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: term()


      


All the types that implement this protocol.

  


        

      

      
        Functions


        


  
    
      
    
    
      authorize(request)



        
          
        

    

  


  

      

          @spec authorize(
  request :: Backplane.Oauth.CodeRequest.t() | Backplane.Oauth.TokenRequest.t()
) ::
  :ok | {:error, Backplane.Oauth.Error.t()}


      


Authorize the given request corresponding the nonce value.
Examples
iex> authorize(%CodeRequest{...})
:ok

  


        

      


  

    
Backplane.Oauth.Authorization.ResourceOwner 
    



      
Check against given params and return the corresponding resource owner

      


      
        Summary


  
    Functions
  


    
      
        authorize(arg1)

      


        Authorize the resource owner corresponding to the given params.



    





      


      
        Functions


        


  
    
      
    
    
      authorize(arg1)



        
          
        

    

  


  

      

          @spec authorize(
  [email: String.t(), password: String.t()]
  | [{:resource_owner, Backplane.Oauth.ResourceOwner.t()}]
) ::
  {:error,
   %Backplane.Oauth.Error{
     error: :invalid_resource_owner,
     error_description: String.t(),
     format: nil,
     redirect_uri: nil,
     state: term(),
     status: :unauthorized
   }}
  | {:ok, user :: Backplane.Oauth.ResourceOwner.t()}


      


Authorize the resource owner corresponding to the given params.
Examples
iex> authorize(id: "id")
{:ok, %Backplane.Oauth.ResourceOwner{...}}

  


        

      


  

    
Backplane.Oauth.Authorization.Scope 
    



      
Check against given params and return the corresponding scopes

      


      
        Summary


  
    Functions
  


    
      
        authorize(list)

      


        Authorize the given scope according to the given client.



    





      


      
        Functions


        


  
    
      
    
    
      authorize(list)



        
          
        

    

  


  

      

          @spec authorize(
  params :: [
    scope: String.t(),
    against: %{
      optional(:client) => Backplane.Oauth.Client.t(),
      optional(:resource_owner) => struct(),
      optional(:token) => Backplane.Oauth.Token.t()
    }
  ]
) :: {:ok, scope :: String.t()} | {:error, Backplane.Oauth.Error.t()}


      


Authorize the given scope according to the given client.
Examples
iex> authorize(%{scope: "scope", client: %Client{...}})
{:ok, "scope"}

  


        

      


  

    
Backplane.Oauth.AuthorizationCodeRequest 
    



      
Authorization code request

      


      
        Summary


  
    Types
  


    
      
        t()

      


        Type representing an authorization code request as stated in OAuth 2.0 RFC.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Backplane.Oauth.AuthorizationCodeRequest{
  client_authentication: %{type: String.t(), value: String.t()},
  client_id: String.t(),
  code: String.t(),
  code_verifier: String.t(),
  grant_type: String.t(),
  redirect_uri: String.t()
}


      


Type representing an authorization code request as stated in OAuth 2.0 RFC.

  


        

      


  

    
Backplane.Oauth.AuthorizationSuccess 
    



      
Struct encapsulating an authorization success data

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Backplane.Oauth.AuthorizationSuccess{
  access_token: Backplane.Oauth.Token.t() | nil,
  client: Backplane.Oauth.Client.t(),
  code: Backplane.Oauth.Token.t() | nil,
  code_challenge: String.t() | nil,
  code_challenge_method: String.t() | nil,
  nonce: String.t() | nil,
  redirect_uri: String.t() | nil,
  resource_owner: Backplane.Oauth.ResourceOwner.t() | nil,
  response_types: [String.t()],
  scope: String.t(),
  state: String.t() | nil,
  sub: String.t() | nil
}


      



  


        

      


  

    
Backplane.Oauth.AuthorizeApplication behaviour
    



      
OAuth application behaviour - authorize endpoint
Implement this behaviour in the application layer of your OAuth provider. The callbacks are triggered while calling functions from Backplane.Oauth module.

      


      
        Summary


  
    Callbacks
  


    
      
        authorize_error(conn, oauth_error)

      


        This function will be triggered in case of failure invoking Backplane.Oauth.authorize/3



    


    
      
        authorize_success(conn, authorize_response)

      


        This function will be triggered in case of success invoking Backplane.Oauth.authorize/3



    


    
      
        preauthorize_error(conn, oauth_error)

      


        This function will be triggered in case of failure invoking Backplane.Oauth.preauthorize/3



    


    
      
        preauthorize_success(conn, authorization)

      


        This function will be triggered in case of success invoking Backplane.Oauth.preauthorize/3



    





      


      
        Callbacks


        


  
    
      
    
    
      authorize_error(conn, oauth_error)



        
          
        

    

  


  

      

          @callback authorize_error(conn :: Plug.Conn.t(), oauth_error :: Backplane.Oauth.Error.t()) ::
  any()


      


This function will be triggered in case of failure invoking Backplane.Oauth.authorize/3

  



  
    
      
    
    
      authorize_success(conn, authorize_response)



        
          
        

    

  


  

      

          @callback authorize_success(
  conn :: Plug.Conn.t(),
  authorize_response :: Backplane.Oauth.AuthorizeResponse.t()
) :: any()


      


This function will be triggered in case of success invoking Backplane.Oauth.authorize/3

  



  
    
      
    
    
      preauthorize_error(conn, oauth_error)


        (optional)


        
          
        

    

  


  

      

          @callback preauthorize_error(
  conn :: Plug.Conn.t(),
  oauth_error :: Backplane.Oauth.Error.t()
) :: any()


      


This function will be triggered in case of failure invoking Backplane.Oauth.preauthorize/3

  



  
    
      
    
    
      preauthorize_success(conn, authorization)


        (optional)


        
          
        

    

  


  

      

          @callback preauthorize_success(
  conn :: Plug.Conn.t(),
  authorization :: Backplane.Oauth.AuthorizationSuccess.t()
) :: any()


      


This function will be triggered in case of success invoking Backplane.Oauth.preauthorize/3

  


        

      


  

    
Backplane.Oauth.AuthorizeResponse 
    



      
Response returned in case of authorization request success. Provides utilities and mandatory data needed to respond to the authorize part of implicit, code and hybrid flows.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        from_tokens(params, request)

      


    


    
      
        redirect_to_url(response)

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Backplane.Oauth.AuthorizeResponse{
  access_token: String.t() | nil,
  code: String.t() | nil,
  code_challenge: String.t() | nil,
  code_challenge_method: String.t() | nil,
  expires_in: integer(),
  id_token: String.t() | nil,
  redirect_uri: String.t(),
  response_mode: String.t() | nil,
  state: String.t() | nil,
  token_type: String.t() | nil,
  type: :token | :code | :hybrid
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      from_tokens(params, request)



        
          
        

    

  


  

      

          @spec from_tokens(
  %{
    required(type :: :code | :token | :id_token) =>
      token :: Backplane.Oauth.Token.t() | String.t()
  },
  request ::
    Backplane.Oauth.CodeRequest.t()
    | Backplane.Oauth.TokenRequest.t()
    | Backplane.Oauth.HybridRequest.t()
) :: t()


      



  



  
    
      
    
    
      redirect_to_url(response)



        
          
        

    

  


  

      

          @spec redirect_to_url(t()) :: url :: String.t()


      



  


        

      


  

    
Backplane.Oauth.BasicAuth 
    



      
HTTP BasicAuth utilities
Provide utilities to decode Basic authorization header as stated in RFC 7617 - The 'Basic' HTTP Authentication Scheme

      


      
        Summary


  
    Functions
  


    
      
        decode(string)

      


        Decode given authorization header and returns an array containing username and password.



    





      


      
        Functions


        


  
    
      
    
    
      decode(string)



        
          
        

    

  


  

      

          @spec decode(authorization_header :: String.t()) ::
  {:ok, [String.t()]} | {:error, String.t()}


      


Decode given authorization header and returns an array containing username and password.
Examples
iex> Backplane.Oauth.BasicAuth.decode("Basic dXNlcm5hbWU6cGFzc3dvcmQ=")
{:ok, ["username", "password"]}

iex> Backplane.Oauth.BasicAuth.decode("bad_authorization_header")
{:error, "`bad_authorization_header` is not a valid Basic authorization header."}

  


        

      


  

    
Backplane.Oauth.BearerToken 
    



      
OAuth bearer token utilities
Provide utilities to manipulate bearer tokens as stated in RFC 6750 - Bearer token usage

      


      
        Summary


  
    Functions
  


    
      
        extract_token(conn)

      


    





      


      
        Functions


        


  
    
      
    
    
      extract_token(conn)



        
          
        

    

  


  

      

          @spec extract_token(conn :: Plug.Conn.t()) ::
  {:ok, access_token :: String.t()}
  | {:error, error :: Backplane.Oauth.Error.t()}


      



  


        

      


  

    
Backplane.Oauth.Cache 
    



      
Backplane OAuth Ecto adapter uses Nebulex in order to cache entities

      


      
        Summary


  
    Functions
  


    
      
        __primary__()

      


        A convenience function for getting the primary storage cache.



    


    
      
        count_all(query_spec \\ [], opts \\ [])

      


        Callback implementation for Nebulex.Cache.count_all/2.



    


    
      
        count_all(dynamic_cache, query_spec, opts)

      


        Callback implementation for Nebulex.Cache.count_all/3.



    


    
      
        count_all!(query_spec \\ [], opts \\ [])

      


        Callback implementation for Nebulex.Cache.count_all!/2.



    


    
      
        count_all!(dynamic_cache, query_spec, opts)

      


        Callback implementation for Nebulex.Cache.count_all!/3.



    


    
      
        decr(key, amount \\ 1, opts \\ [])

      


        Callback implementation for Nebulex.Cache.decr/3.



    


    
      
        decr(dynamic_cache, key, amount, opts)

      


        Callback implementation for Nebulex.Cache.decr/4.



    


    
      
        decr!(key, amount \\ 1, opts \\ [])

      


        Callback implementation for Nebulex.Cache.decr!/3.



    


    
      
        decr!(dynamic_cache, key, amount, opts)

      


        Callback implementation for Nebulex.Cache.decr!/4.



    


    
      
        delete(key, opts \\ [])

      


        Callback implementation for Nebulex.Cache.delete/2.



    


    
      
        delete(dynamic_cache, key, opts)

      


        Callback implementation for Nebulex.Cache.delete/3.



    


    
      
        delete!(key, opts \\ [])

      


        Callback implementation for Nebulex.Cache.delete!/2.



    


    
      
        delete!(dynamic_cache, key, opts)

      


        Callback implementation for Nebulex.Cache.delete!/3.



    


    
      
        delete_all(query_spec \\ [], opts \\ [])

      


        Callback implementation for Nebulex.Cache.delete_all/2.



    


    
      
        delete_all(dynamic_cache, query_spec, opts)

      


        Callback implementation for Nebulex.Cache.delete_all/3.



    


    
      
        delete_all!(query_spec \\ [], opts \\ [])

      


        Callback implementation for Nebulex.Cache.delete_all!/2.



    


    
      
        delete_all!(dynamic_cache, query_spec, opts)

      


        Callback implementation for Nebulex.Cache.delete_all!/3.



    


    
      
        expire(key, ttl, opts \\ [])

      


        Callback implementation for Nebulex.Cache.expire/3.



    


    
      
        expire(dynamic_cache, key, ttl, opts)

      


        Callback implementation for Nebulex.Cache.expire/4.



    


    
      
        expire!(key, ttl, opts \\ [])

      


        Callback implementation for Nebulex.Cache.expire!/3.



    


    
      
        expire!(dynamic_cache, key, ttl, opts)

      


        Callback implementation for Nebulex.Cache.expire!/4.



    


    
      
        fetch(key, opts \\ [])

      


        Callback implementation for Nebulex.Cache.fetch/2.



    


    
      
        fetch(dynamic_cache, key, opts)

      


        Callback implementation for Nebulex.Cache.fetch/3.



    


    
      
        fetch!(key, opts \\ [])

      


        Callback implementation for Nebulex.Cache.fetch!/2.



    


    
      
        fetch!(dynamic_cache, key, opts)

      


        Callback implementation for Nebulex.Cache.fetch!/3.



    


    
      
        fetch_or_store(key, fun, opts \\ [])

      


        Callback implementation for Nebulex.Cache.fetch_or_store/3.



    


    
      
        fetch_or_store(dynamic_cache, key, fun, opts)

      


        Callback implementation for Nebulex.Cache.fetch_or_store/4.



    


    
      
        fetch_or_store!(key, fun, opts \\ [])

      


        Callback implementation for Nebulex.Cache.fetch_or_store!/3.



    


    
      
        fetch_or_store!(dynamic_cache, key, fun, opts)

      


        Callback implementation for Nebulex.Cache.fetch_or_store!/4.



    


    
      
        get(key, default \\ nil, opts \\ [])

      


        Callback implementation for Nebulex.Cache.get/3.



    


    
      
        get(dynamic_cache, key, default, opts)

      


        Callback implementation for Nebulex.Cache.get/4.



    


    
      
        get!(key, default \\ nil, opts \\ [])

      


        Callback implementation for Nebulex.Cache.get!/3.



    


    
      
        get!(dynamic_cache, key, default, opts)

      


        Callback implementation for Nebulex.Cache.get!/4.



    


    
      
        get_all(query_spec \\ [], opts \\ [])

      


        Callback implementation for Nebulex.Cache.get_all/2.



    


    
      
        get_all(dynamic_cache, query_spec, opts)

      


        Callback implementation for Nebulex.Cache.get_all/3.



    


    
      
        get_all!(query_spec \\ [], opts \\ [])

      


        Callback implementation for Nebulex.Cache.get_all!/2.



    


    
      
        get_all!(dynamic_cache, query_spec, opts)

      


        Callback implementation for Nebulex.Cache.get_all!/3.



    


    
      
        get_and_update(key, fun, opts \\ [])

      


        Callback implementation for Nebulex.Cache.get_and_update/3.



    


    
      
        get_and_update(dynamic_cache, key, fun, opts)

      


        Callback implementation for Nebulex.Cache.get_and_update/4.



    


    
      
        get_and_update!(key, fun, opts \\ [])

      


        Callback implementation for Nebulex.Cache.get_and_update!/3.



    


    
      
        get_and_update!(dynamic_cache, key, fun, opts)

      


        Callback implementation for Nebulex.Cache.get_and_update!/4.



    


    
      
        get_or_store(key, fun, opts \\ [])

      


        Callback implementation for Nebulex.Cache.get_or_store/3.



    


    
      
        get_or_store(dynamic_cache, key, fun, opts)

      


        Callback implementation for Nebulex.Cache.get_or_store/4.



    


    
      
        get_or_store!(key, fun, opts \\ [])

      


        Callback implementation for Nebulex.Cache.get_or_store!/3.



    


    
      
        get_or_store!(dynamic_cache, key, fun, opts)

      


        Callback implementation for Nebulex.Cache.get_or_store!/4.



    


    
      
        get_pg_group(name)

      


        A convenience function for getting the PG group name.



    


    
      
        has_key?(key, opts \\ [])

      


        Callback implementation for Nebulex.Cache.has_key?/2.



    


    
      
        has_key?(dynamic_cache, key, opts)

      


        Callback implementation for Nebulex.Cache.has_key?/3.



    


    
      
        in_transaction?(opts \\ [])

      


        Callback implementation for Nebulex.Cache.in_transaction?/1.



    


    
      
        in_transaction?(dynamic_cache, opts)

      


        Callback implementation for Nebulex.Cache.in_transaction?/2.



    


    
      
        incr(key, amount \\ 1, opts \\ [])

      


        Callback implementation for Nebulex.Cache.incr/3.



    


    
      
        incr(dynamic_cache, key, amount, opts)

      


        Callback implementation for Nebulex.Cache.incr/4.



    


    
      
        incr!(key, amount \\ 1, opts \\ [])

      


        Callback implementation for Nebulex.Cache.incr!/3.



    


    
      
        incr!(dynamic_cache, key, amount, opts)

      


        Callback implementation for Nebulex.Cache.incr!/4.



    


    
      
        info(spec \\ :all, opts \\ [])

      


        Callback implementation for Nebulex.Cache.info/2.



    


    
      
        info(dynamic_cache, spec, opts)

      


        Callback implementation for Nebulex.Cache.info/3.



    


    
      
        info!(spec \\ :all, opts \\ [])

      


        Callback implementation for Nebulex.Cache.info!/2.



    


    
      
        info!(dynamic_cache, spec, opts)

      


        Callback implementation for Nebulex.Cache.info!/3.



    


    
      
        join_cluster(name \\ get_dynamic_cache())

      


        A convenience function for joining the cache to the cluster.



    


    
      
        leave_cluster(name \\ get_dynamic_cache())

      


        A convenience function for removing the cache from the cluster.



    


    
      
        nodes(name \\ get_dynamic_cache())

      


        A convenience function for getting the cluster nodes.



    


    
      
        put(key, value, opts \\ [])

      


        Callback implementation for Nebulex.Cache.put/3.



    


    
      
        put(dynamic_cache, key, value, opts)

      


        Callback implementation for Nebulex.Cache.put/4.



    


    
      
        put!(key, value, opts \\ [])

      


        Callback implementation for Nebulex.Cache.put!/3.



    


    
      
        put!(dynamic_cache, key, value, opts)

      


        Callback implementation for Nebulex.Cache.put!/4.



    


    
      
        put_all(entries, opts \\ [])

      


        Callback implementation for Nebulex.Cache.put_all/2.



    


    
      
        put_all(dynamic_cache, entries, opts)

      


        Callback implementation for Nebulex.Cache.put_all/3.



    


    
      
        put_all!(entries, opts \\ [])

      


        Callback implementation for Nebulex.Cache.put_all!/2.



    


    
      
        put_all!(dynamic_cache, entries, opts)

      


        Callback implementation for Nebulex.Cache.put_all!/3.



    


    
      
        put_new(key, value, opts \\ [])

      


        Callback implementation for Nebulex.Cache.put_new/3.



    


    
      
        put_new(dynamic_cache, key, value, opts)

      


        Callback implementation for Nebulex.Cache.put_new/4.



    


    
      
        put_new!(key, value, opts \\ [])

      


        Callback implementation for Nebulex.Cache.put_new!/3.



    


    
      
        put_new!(dynamic_cache, key, value, opts)

      


        Callback implementation for Nebulex.Cache.put_new!/4.



    


    
      
        put_new_all(entries, opts \\ [])

      


        Callback implementation for Nebulex.Cache.put_new_all/2.



    


    
      
        put_new_all(dynamic_cache, entries, opts)

      


        Callback implementation for Nebulex.Cache.put_new_all/3.



    


    
      
        put_new_all!(entries, opts \\ [])

      


        Callback implementation for Nebulex.Cache.put_new_all!/2.



    


    
      
        put_new_all!(dynamic_cache, entries, opts)

      


        Callback implementation for Nebulex.Cache.put_new_all!/3.



    


    
      
        register_event_listener(listener, opts \\ [])

      


        Callback implementation for Nebulex.Cache.register_event_listener/2.



    


    
      
        register_event_listener(dynamic_cache, listener, opts)

      


        Callback implementation for Nebulex.Cache.register_event_listener/3.



    


    
      
        register_event_listener!(listener, opts \\ [])

      


        Callback implementation for Nebulex.Cache.register_event_listener!/2.



    


    
      
        register_event_listener!(dynamic_cache, listener, opts)

      


        Callback implementation for Nebulex.Cache.register_event_listener!/3.



    


    
      
        replace(key, value, opts \\ [])

      


        Callback implementation for Nebulex.Cache.replace/3.



    


    
      
        replace(dynamic_cache, key, value, opts)

      


        Callback implementation for Nebulex.Cache.replace/4.



    


    
      
        replace!(key, value, opts \\ [])

      


        Callback implementation for Nebulex.Cache.replace!/3.



    


    
      
        replace!(dynamic_cache, key, value, opts)

      


        Callback implementation for Nebulex.Cache.replace!/4.



    


    
      
        stream(query_spec \\ [], opts \\ [])

      


        Callback implementation for Nebulex.Cache.stream/2.



    


    
      
        stream(dynamic_cache, query_spec, opts)

      


        Callback implementation for Nebulex.Cache.stream/3.



    


    
      
        stream!(query_spec \\ [], opts \\ [])

      


        Callback implementation for Nebulex.Cache.stream!/2.



    


    
      
        stream!(dynamic_cache, query_spec, opts)

      


        Callback implementation for Nebulex.Cache.stream!/3.



    


    
      
        take(key, opts \\ [])

      


        Callback implementation for Nebulex.Cache.take/2.



    


    
      
        take(dynamic_cache, key, opts)

      


        Callback implementation for Nebulex.Cache.take/3.



    


    
      
        take!(key, opts \\ [])

      


        Callback implementation for Nebulex.Cache.take!/2.



    


    
      
        take!(dynamic_cache, key, opts)

      


        Callback implementation for Nebulex.Cache.take!/3.



    


    
      
        touch(key, opts \\ [])

      


        Callback implementation for Nebulex.Cache.touch/2.



    


    
      
        touch(dynamic_cache, key, opts)

      


        Callback implementation for Nebulex.Cache.touch/3.



    


    
      
        touch!(key, opts \\ [])

      


        Callback implementation for Nebulex.Cache.touch!/2.



    


    
      
        touch!(dynamic_cache, key, opts)

      


        Callback implementation for Nebulex.Cache.touch!/3.



    


    
      
        transaction(fun, opts \\ [])

      


        Callback implementation for Nebulex.Cache.transaction/2.



    


    
      
        transaction(dynamic_cache, fun, opts)

      


        Callback implementation for Nebulex.Cache.transaction/3.



    


    
      
        ttl(key, opts \\ [])

      


        Callback implementation for Nebulex.Cache.ttl/2.



    


    
      
        ttl(dynamic_cache, key, opts)

      


        Callback implementation for Nebulex.Cache.ttl/3.



    


    
      
        ttl!(key, opts \\ [])

      


        Callback implementation for Nebulex.Cache.ttl!/2.



    


    
      
        ttl!(dynamic_cache, key, opts)

      


        Callback implementation for Nebulex.Cache.ttl!/3.



    


    
      
        unregister_event_listener(id, opts \\ [])

      


        Callback implementation for Nebulex.Cache.unregister_event_listener/2.



    


    
      
        unregister_event_listener(dynamic_cache, id, opts)

      


        Callback implementation for Nebulex.Cache.unregister_event_listener/3.



    


    
      
        unregister_event_listener!(id, opts \\ [])

      


        Callback implementation for Nebulex.Cache.unregister_event_listener!/2.



    


    
      
        unregister_event_listener!(dynamic_cache, id, opts)

      


        Callback implementation for Nebulex.Cache.unregister_event_listener!/3.



    


    
      
        update(key, initial, fun, opts \\ [])

      


        Callback implementation for Nebulex.Cache.update/4.



    


    
      
        update(dynamic_cache, key, initial, fun, opts)

      


        Callback implementation for Nebulex.Cache.update/5.



    


    
      
        update!(key, initial, fun, opts \\ [])

      


        Callback implementation for Nebulex.Cache.update!/4.



    


    
      
        update!(dynamic_cache, key, initial, fun, opts)

      


        Callback implementation for Nebulex.Cache.update!/5.



    





      


      
        Functions


        


  
    
      
    
    
      __primary__()



        
          
        

    

  


  

A convenience function for getting the primary storage cache.

  



    

    

  
    
      
    
    
      count_all(query_spec \\ [], opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.count_all/2.

  



  
    
      
    
    
      count_all(dynamic_cache, query_spec, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.count_all/3.

  



    

    

  
    
      
    
    
      count_all!(query_spec \\ [], opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.count_all!/2.

  



  
    
      
    
    
      count_all!(dynamic_cache, query_spec, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.count_all!/3.

  



    

    

  
    
      
    
    
      decr(key, amount \\ 1, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.decr/3.

  



  
    
      
    
    
      decr(dynamic_cache, key, amount, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.decr/4.

  



    

    

  
    
      
    
    
      decr!(key, amount \\ 1, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.decr!/3.

  



  
    
      
    
    
      decr!(dynamic_cache, key, amount, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.decr!/4.

  



    

  
    
      
    
    
      delete(key, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.delete/2.

  



  
    
      
    
    
      delete(dynamic_cache, key, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.delete/3.

  



    

  
    
      
    
    
      delete!(key, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.delete!/2.

  



  
    
      
    
    
      delete!(dynamic_cache, key, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.delete!/3.

  



    

    

  
    
      
    
    
      delete_all(query_spec \\ [], opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.delete_all/2.

  



  
    
      
    
    
      delete_all(dynamic_cache, query_spec, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.delete_all/3.

  



    

    

  
    
      
    
    
      delete_all!(query_spec \\ [], opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.delete_all!/2.

  



  
    
      
    
    
      delete_all!(dynamic_cache, query_spec, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.delete_all!/3.

  



    

  
    
      
    
    
      expire(key, ttl, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.expire/3.

  



  
    
      
    
    
      expire(dynamic_cache, key, ttl, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.expire/4.

  



    

  
    
      
    
    
      expire!(key, ttl, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.expire!/3.

  



  
    
      
    
    
      expire!(dynamic_cache, key, ttl, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.expire!/4.

  



    

  
    
      
    
    
      fetch(key, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.fetch/2.

  



  
    
      
    
    
      fetch(dynamic_cache, key, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.fetch/3.

  



    

  
    
      
    
    
      fetch!(key, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.fetch!/2.

  



  
    
      
    
    
      fetch!(dynamic_cache, key, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.fetch!/3.

  



    

  
    
      
    
    
      fetch_or_store(key, fun, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.fetch_or_store/3.

  



  
    
      
    
    
      fetch_or_store(dynamic_cache, key, fun, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.fetch_or_store/4.

  



    

  
    
      
    
    
      fetch_or_store!(key, fun, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.fetch_or_store!/3.

  



  
    
      
    
    
      fetch_or_store!(dynamic_cache, key, fun, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.fetch_or_store!/4.

  



    

    

  
    
      
    
    
      get(key, default \\ nil, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.get/3.

  



  
    
      
    
    
      get(dynamic_cache, key, default, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.get/4.

  



    

    

  
    
      
    
    
      get!(key, default \\ nil, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.get!/3.

  



  
    
      
    
    
      get!(dynamic_cache, key, default, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.get!/4.

  



    

    

  
    
      
    
    
      get_all(query_spec \\ [], opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.get_all/2.

  



  
    
      
    
    
      get_all(dynamic_cache, query_spec, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.get_all/3.

  



    

    

  
    
      
    
    
      get_all!(query_spec \\ [], opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.get_all!/2.

  



  
    
      
    
    
      get_all!(dynamic_cache, query_spec, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.get_all!/3.

  



    

  
    
      
    
    
      get_and_update(key, fun, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.get_and_update/3.

  



  
    
      
    
    
      get_and_update(dynamic_cache, key, fun, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.get_and_update/4.

  



    

  
    
      
    
    
      get_and_update!(key, fun, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.get_and_update!/3.

  



  
    
      
    
    
      get_and_update!(dynamic_cache, key, fun, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.get_and_update!/4.

  



    

  
    
      
    
    
      get_or_store(key, fun, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.get_or_store/3.

  



  
    
      
    
    
      get_or_store(dynamic_cache, key, fun, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.get_or_store/4.

  



    

  
    
      
    
    
      get_or_store!(key, fun, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.get_or_store!/3.

  



  
    
      
    
    
      get_or_store!(dynamic_cache, key, fun, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.get_or_store!/4.

  



  
    
      
    
    
      get_pg_group(name)



        
          
        

    

  


  

A convenience function for getting the PG group name.

  



    

  
    
      
    
    
      has_key?(key, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.has_key?/2.

  



  
    
      
    
    
      has_key?(dynamic_cache, key, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.has_key?/3.

  



    

  
    
      
    
    
      in_transaction?(opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.in_transaction?/1.

  



  
    
      
    
    
      in_transaction?(dynamic_cache, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.in_transaction?/2.

  



    

    

  
    
      
    
    
      incr(key, amount \\ 1, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.incr/3.

  



  
    
      
    
    
      incr(dynamic_cache, key, amount, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.incr/4.

  



    

    

  
    
      
    
    
      incr!(key, amount \\ 1, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.incr!/3.

  



  
    
      
    
    
      incr!(dynamic_cache, key, amount, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.incr!/4.

  



    

    

  
    
      
    
    
      info(spec \\ :all, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.info/2.

  



  
    
      
    
    
      info(dynamic_cache, spec, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.info/3.

  



    

    

  
    
      
    
    
      info!(spec \\ :all, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.info!/2.

  



  
    
      
    
    
      info!(dynamic_cache, spec, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.info!/3.

  



    

  
    
      
    
    
      join_cluster(name \\ get_dynamic_cache())



        
          
        

    

  


  

A convenience function for joining the cache to the cluster.

  



    

  
    
      
    
    
      leave_cluster(name \\ get_dynamic_cache())



        
          
        

    

  


  

A convenience function for removing the cache from the cluster.

  



    

  
    
      
    
    
      nodes(name \\ get_dynamic_cache())



        
          
        

    

  


  

A convenience function for getting the cluster nodes.

  



    

  
    
      
    
    
      put(key, value, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.put/3.

  



  
    
      
    
    
      put(dynamic_cache, key, value, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.put/4.

  



    

  
    
      
    
    
      put!(key, value, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.put!/3.

  



  
    
      
    
    
      put!(dynamic_cache, key, value, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.put!/4.

  



    

  
    
      
    
    
      put_all(entries, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.put_all/2.

  



  
    
      
    
    
      put_all(dynamic_cache, entries, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.put_all/3.

  



    

  
    
      
    
    
      put_all!(entries, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.put_all!/2.

  



  
    
      
    
    
      put_all!(dynamic_cache, entries, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.put_all!/3.

  



    

  
    
      
    
    
      put_new(key, value, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.put_new/3.

  



  
    
      
    
    
      put_new(dynamic_cache, key, value, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.put_new/4.

  



    

  
    
      
    
    
      put_new!(key, value, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.put_new!/3.

  



  
    
      
    
    
      put_new!(dynamic_cache, key, value, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.put_new!/4.

  



    

  
    
      
    
    
      put_new_all(entries, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.put_new_all/2.

  



  
    
      
    
    
      put_new_all(dynamic_cache, entries, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.put_new_all/3.

  



    

  
    
      
    
    
      put_new_all!(entries, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.put_new_all!/2.

  



  
    
      
    
    
      put_new_all!(dynamic_cache, entries, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.put_new_all!/3.

  



    

  
    
      
    
    
      register_event_listener(listener, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.register_event_listener/2.

  



  
    
      
    
    
      register_event_listener(dynamic_cache, listener, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.register_event_listener/3.

  



    

  
    
      
    
    
      register_event_listener!(listener, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.register_event_listener!/2.

  



  
    
      
    
    
      register_event_listener!(dynamic_cache, listener, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.register_event_listener!/3.

  



    

  
    
      
    
    
      replace(key, value, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.replace/3.

  



  
    
      
    
    
      replace(dynamic_cache, key, value, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.replace/4.

  



    

  
    
      
    
    
      replace!(key, value, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.replace!/3.

  



  
    
      
    
    
      replace!(dynamic_cache, key, value, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.replace!/4.

  



    

    

  
    
      
    
    
      stream(query_spec \\ [], opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.stream/2.

  



  
    
      
    
    
      stream(dynamic_cache, query_spec, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.stream/3.

  



    

    

  
    
      
    
    
      stream!(query_spec \\ [], opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.stream!/2.

  



  
    
      
    
    
      stream!(dynamic_cache, query_spec, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.stream!/3.

  



    

  
    
      
    
    
      take(key, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.take/2.

  



  
    
      
    
    
      take(dynamic_cache, key, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.take/3.

  



    

  
    
      
    
    
      take!(key, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.take!/2.

  



  
    
      
    
    
      take!(dynamic_cache, key, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.take!/3.

  



    

  
    
      
    
    
      touch(key, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.touch/2.

  



  
    
      
    
    
      touch(dynamic_cache, key, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.touch/3.

  



    

  
    
      
    
    
      touch!(key, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.touch!/2.

  



  
    
      
    
    
      touch!(dynamic_cache, key, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.touch!/3.

  



    

  
    
      
    
    
      transaction(fun, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.transaction/2.

  



  
    
      
    
    
      transaction(dynamic_cache, fun, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.transaction/3.

  



    

  
    
      
    
    
      ttl(key, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.ttl/2.

  



  
    
      
    
    
      ttl(dynamic_cache, key, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.ttl/3.

  



    

  
    
      
    
    
      ttl!(key, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.ttl!/2.

  



  
    
      
    
    
      ttl!(dynamic_cache, key, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.ttl!/3.

  



    

  
    
      
    
    
      unregister_event_listener(id, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.unregister_event_listener/2.

  



  
    
      
    
    
      unregister_event_listener(dynamic_cache, id, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.unregister_event_listener/3.

  



    

  
    
      
    
    
      unregister_event_listener!(id, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.unregister_event_listener!/2.

  



  
    
      
    
    
      unregister_event_listener!(dynamic_cache, id, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.unregister_event_listener!/3.

  



    

  
    
      
    
    
      update(key, initial, fun, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.update/4.

  



  
    
      
    
    
      update(dynamic_cache, key, initial, fun, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.update/5.

  



    

  
    
      
    
    
      update!(key, initial, fun, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.update!/4.

  



  
    
      
    
    
      update!(dynamic_cache, key, initial, fun, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.update!/5.

  


        

      


  

    
Backplane.Oauth.Cache.Primary 
    



      
This is the cache for the primary storage.

      


      
        Summary


  
    Functions
  


    
      
        count_all(query_spec \\ [], opts \\ [])

      


        Callback implementation for Nebulex.Cache.count_all/2.



    


    
      
        count_all(dynamic_cache, query_spec, opts)

      


        Callback implementation for Nebulex.Cache.count_all/3.



    


    
      
        count_all!(query_spec \\ [], opts \\ [])

      


        Callback implementation for Nebulex.Cache.count_all!/2.



    


    
      
        count_all!(dynamic_cache, query_spec, opts)

      


        Callback implementation for Nebulex.Cache.count_all!/3.



    


    
      
        decr(key, amount \\ 1, opts \\ [])

      


        Callback implementation for Nebulex.Cache.decr/3.



    


    
      
        decr(dynamic_cache, key, amount, opts)

      


        Callback implementation for Nebulex.Cache.decr/4.



    


    
      
        decr!(key, amount \\ 1, opts \\ [])

      


        Callback implementation for Nebulex.Cache.decr!/3.



    


    
      
        decr!(dynamic_cache, key, amount, opts)

      


        Callback implementation for Nebulex.Cache.decr!/4.



    


    
      
        delete(key, opts \\ [])

      


        Callback implementation for Nebulex.Cache.delete/2.



    


    
      
        delete(dynamic_cache, key, opts)

      


        Callback implementation for Nebulex.Cache.delete/3.



    


    
      
        delete!(key, opts \\ [])

      


        Callback implementation for Nebulex.Cache.delete!/2.



    


    
      
        delete!(dynamic_cache, key, opts)

      


        Callback implementation for Nebulex.Cache.delete!/3.



    


    
      
        delete_all(query_spec \\ [], opts \\ [])

      


        Callback implementation for Nebulex.Cache.delete_all/2.



    


    
      
        delete_all(dynamic_cache, query_spec, opts)

      


        Callback implementation for Nebulex.Cache.delete_all/3.



    


    
      
        delete_all!(query_spec \\ [], opts \\ [])

      


        Callback implementation for Nebulex.Cache.delete_all!/2.



    


    
      
        delete_all!(dynamic_cache, query_spec, opts)

      


        Callback implementation for Nebulex.Cache.delete_all!/3.



    


    
      
        expire(key, ttl, opts \\ [])

      


        Callback implementation for Nebulex.Cache.expire/3.
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      register_event_listener!(listener, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.register_event_listener!/2.

  



  
    
      
    
    
      register_event_listener!(dynamic_cache, listener, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.register_event_listener!/3.

  



    

  
    
      
    
    
      replace(key, value, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.replace/3.

  



  
    
      
    
    
      replace(dynamic_cache, key, value, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.replace/4.

  



    

  
    
      
    
    
      replace!(key, value, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.replace!/3.

  



  
    
      
    
    
      replace!(dynamic_cache, key, value, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.replace!/4.

  



  
    
      
    
    
      reset_gc_interval()



        
          
        

    

  


  

      

          @spec reset_gc_interval() :: :ok


      


Resets the GC interval.

  



    

    

  
    
      
    
    
      stream(query_spec \\ [], opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.stream/2.

  



  
    
      
    
    
      stream(dynamic_cache, query_spec, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.stream/3.

  



    

    

  
    
      
    
    
      stream!(query_spec \\ [], opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.stream!/2.

  



  
    
      
    
    
      stream!(dynamic_cache, query_spec, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.stream!/3.

  



    

  
    
      
    
    
      take(key, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.take/2.

  



  
    
      
    
    
      take(dynamic_cache, key, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.take/3.

  



    

  
    
      
    
    
      take!(key, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.take!/2.

  



  
    
      
    
    
      take!(dynamic_cache, key, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.take!/3.

  



    

  
    
      
    
    
      touch(key, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.touch/2.

  



  
    
      
    
    
      touch(dynamic_cache, key, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.touch/3.

  



    

  
    
      
    
    
      touch!(key, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.touch!/2.

  



  
    
      
    
    
      touch!(dynamic_cache, key, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.touch!/3.

  



    

  
    
      
    
    
      transaction(fun, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.transaction/2.

  



  
    
      
    
    
      transaction(dynamic_cache, fun, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.transaction/3.

  



    

  
    
      
    
    
      ttl(key, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.ttl/2.

  



  
    
      
    
    
      ttl(dynamic_cache, key, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.ttl/3.

  



    

  
    
      
    
    
      ttl!(key, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.ttl!/2.

  



  
    
      
    
    
      ttl!(dynamic_cache, key, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.ttl!/3.

  



    

  
    
      
    
    
      unregister_event_listener(id, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.unregister_event_listener/2.

  



  
    
      
    
    
      unregister_event_listener(dynamic_cache, id, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.unregister_event_listener/3.

  



    

  
    
      
    
    
      unregister_event_listener!(id, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.unregister_event_listener!/2.

  



  
    
      
    
    
      unregister_event_listener!(dynamic_cache, id, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.unregister_event_listener!/3.

  



    

  
    
      
    
    
      update(key, initial, fun, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.update/4.

  



  
    
      
    
    
      update(dynamic_cache, key, initial, fun, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.update/5.

  



    

  
    
      
    
    
      update!(key, initial, fun, opts \\ [])



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.update!/4.

  



  
    
      
    
    
      update!(dynamic_cache, key, initial, fun, opts)



        
          
        

    

  


  

Callback implementation for Nebulex.Cache.update!/5.

  


        

      


  

    
Backplane.Oauth.Client 
    



      
OAuth client schema and utilities

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        check_redirect_uri(client, redirect_uri)

      


    


    
      
        check_secret(client, secret)

      


    


    
      
        grant_type_supported?(client, grant_type)

      


    


    
      
        grant_types()

      


        Returns grant types supported by the server. Backplane.Oauth.Client supported_grant_types attribute may be a subset of them.



    


    
      
        public_refresh_token?(client)

      


    


    
      
        public_revoke?(client)

      


    


    
      
        should_check_secret?(client, grant_type)

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Backplane.Oauth.Client{
  access_token_ttl: integer(),
  authorization_code_ttl: integer(),
  authorize_scope: boolean(),
  authorized_scopes: [Backplane.Oauth.Scope.t()],
  confidential: boolean(),
  id: any(),
  id_token_kid: String.t() | nil,
  id_token_signature_alg: String.t(),
  id_token_ttl: integer(),
  jwks_uri: String.t() | nil,
  jwt_public_key: String.t(),
  logo_uri: String.t() | nil,
  metadata: map(),
  name: String.t(),
  pkce: boolean(),
  private_key: String.t(),
  public_key: String.t(),
  public_refresh_token: boolean(),
  public_revoke: boolean(),
  redirect_uris: [String.t()],
  refresh_token_ttl: integer(),
  secret: String.t(),
  supported_grant_types: [String.t()],
  token_endpoint_auth_methods: [String.t()],
  token_endpoint_jwt_auth_alg: String.t(),
  trusted_authorities: String.t() | nil,
  trusted_hosts: [String.t()] | nil,
  userinfo_signed_response_alg: String.t() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      check_redirect_uri(client, redirect_uri)



        
          
        

    

  


  

      

          @spec check_redirect_uri(client :: t(), redirect_uri :: String.t()) ::
  :ok | {:error, String.t()}


      



  



  
    
      
    
    
      check_secret(client, secret)



        
          
        

    

  


  

      

          @spec check_secret(client :: t(), secret :: String.t()) :: :ok | {:error, String.t()}


      



  



  
    
      
    
    
      grant_type_supported?(client, grant_type)



        
          
        

    

  


  

      

          @spec grant_type_supported?(client :: t(), grant_type :: String.t()) :: boolean()


      



  



  
    
      
    
    
      grant_types()



        
          
        

    

  


  

      

          @spec grant_types() :: grant_types :: [String.t()]


      


Returns grant types supported by the server. Backplane.Oauth.Client supported_grant_types attribute may be a subset of them.

  



  
    
      
    
    
      public_refresh_token?(client)



        
          
        

    

  


  

      

          @spec public_refresh_token?(client :: t()) :: boolean()


      



  



  
    
      
    
    
      public_revoke?(client)



        
          
        

    

  


  

      

          @spec public_revoke?(client :: t()) :: boolean()


      



  



  
    
      
    
    
      should_check_secret?(client, grant_type)



        
          
        

    

  


  

      

          @spec should_check_secret?(client :: t(), grant_type :: String.t()) :: boolean()


      



  


        

      


  

    
Backplane.Oauth.ClientCredentialsRequest 
    



      
Client credentials request

      


      
        Summary


  
    Types
  


    
      
        t()

      


        Type representing a client credentials request as stated in OAuth 2.0 RFC.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Backplane.Oauth.ClientCredentialsRequest{
  client_authentication: %{type: String.t(), value: String.t()},
  client_id: String.t(),
  grant_type: String.t(),
  scope: String.t()
}


      


Type representing a client credentials request as stated in OAuth 2.0 RFC.

  


        

      


  

    
Backplane.Oauth.Clients behaviour
    



      
Client context

      


      
        Summary


  
    Callbacks
  


    
      
        authorized_scopes(client)

      


        Returns client authorized scopes. The scopes will be granted for every requests to the given client.



    


    
      
        get_client(id)

      


        Returns a Backplane.Oauth.Client given id.



    


    
      
        list_clients_jwk()

      


        Returns all clients jwk public keys



    





      


      
        Callbacks


        


  
    
      
    
    
      authorized_scopes(client)



        
          
        

    

  


  

      

          @callback authorized_scopes(client :: Backplane.Oauth.Client.t()) :: [
  Backplane.Oauth.Scope.t()
]


      


Returns client authorized scopes. The scopes will be granted for every requests to the given client.

  



  
    
      
    
    
      get_client(id)



        
          
        

    

  


  

      

          @callback get_client(id :: any()) :: client :: Backplane.Oauth.Client.t() | nil


      


Returns a Backplane.Oauth.Client given id.

  



  
    
      
    
    
      list_clients_jwk()


        (optional)


        
          
        

    

  


  

      

          @callback list_clients_jwk() :: [%JOSE.JWK{fields: term(), keys: term(), kty: term()}]


      


Returns all clients jwk public keys

  


        

      


  

    
Backplane.Oauth.ClientsAdapter 
    



      
Encapsulate injected Backplane.Oauth.Clients adapter in context configuration

      


      
        Summary


  
    Functions
  


    
      
        authorized_scopes(params)

      


        Callback implementation for Backplane.Oauth.Clients.authorized_scopes/1.



    


    
      
        create_client(registration_params)

      


        Callback implementation for c:Backplane.Oauth.Openid.Clients.create_client/1.



    


    
      
        get_client(id)

      


        Callback implementation for Backplane.Oauth.Clients.get_client/1.



    


    
      
        list_clients_jwk()

      


        Callback implementation for Backplane.Oauth.Clients.list_clients_jwk/0.



    


    
      
        refresh_jwk_from_jwks_uri(client_id)

      


        Callback implementation for c:Backplane.Oauth.Openid.Clients.refresh_jwk_from_jwks_uri/1.



    





      


      
        Functions


        


  
    
      
    
    
      authorized_scopes(params)



        
          
        

    

  


  

Callback implementation for Backplane.Oauth.Clients.authorized_scopes/1.

  



  
    
      
    
    
      create_client(registration_params)



        
          
        

    

  


  

Callback implementation for c:Backplane.Oauth.Openid.Clients.create_client/1.

  



  
    
      
    
    
      get_client(id)



        
          
        

    

  


  

Callback implementation for Backplane.Oauth.Clients.get_client/1.

  



  
    
      
    
    
      list_clients_jwk()



        
          
        

    

  


  

Callback implementation for Backplane.Oauth.Clients.list_clients_jwk/0.

  



  
    
      
    
    
      refresh_jwk_from_jwks_uri(client_id)



        
          
        

    

  


  

Callback implementation for c:Backplane.Oauth.Openid.Clients.refresh_jwk_from_jwks_uri/1.

  


        

      


  

    
Backplane.Oauth.CodeRequest 
    



      
Code request

      


      
        Summary


  
    Types
  


    
      
        t()

      


        Type representing a code request as stated in OAuth 2.0 RFC.



    





  
    Functions
  


    
      
        require_nonce?(code_request)

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Backplane.Oauth.CodeRequest{
  client_id: String.t(),
  code_challenge: String.t(),
  code_challenge_method: String.t(),
  grant_type: String.t(),
  nonce: String.t(),
  prompt: String.t(),
  redirect_uri: String.t(),
  resource_owner: struct(),
  response_type: term(),
  response_types: String.t(),
  scope: String.t(),
  state: String.t()
}


      


Type representing a code request as stated in OAuth 2.0 RFC.
Note : resource_owner is an addition that must be provided by the application layer.

  


        

      

      
        Functions


        


  
    
      
    
    
      require_nonce?(code_request)



        
          
        

    

  


  

      

          @spec require_nonce?(request :: t()) :: boolean()


      



  


        

      


  

    
Backplane.Oauth.Codes behaviour
    



      
Code context

      


      
        Summary


  
    Callbacks
  


    
      
        create(params)

      


        Persists a token according to given params.



    


    
      
        get_by(params)

      


        Returns a Backplane.Oauth.Token by value and redirect_uri.



    


    
      
        revoke(token)

      


        Revokes the given Backplane.Oauth.Token code.



    


    
      
        revoke_previous_token(token)

      


        Revokes the the previouly issued token given Backplane.Oauth.Token code.



    





      


      
        Callbacks


        


  
    
      
    
    
      create(params)



        
          
        

    

  


  

      

          @callback create(
  params :: %{
    client: Backplane.Oauth.Client.t(),
    sub: String.t(),
    redirect_uri: String.t(),
    scope: String.t(),
    state: String.t(),
    code_challenge: String.t(),
    code_challenge_method: String.t(),
    resource_owner: Backplane.Oauth.ResourceOwner.t()
  }
) :: code :: Backplane.Oauth.Token.t() | {:error, reason :: term()}


      


Persists a token according to given params.

  



  
    
      
    
    
      get_by(params)



        
          
        

    

  


  

      

          @callback get_by(params :: [value: String.t(), redirect_uri: String.t()]) ::
  token :: Backplane.Oauth.Token | nil


      


Returns a Backplane.Oauth.Token by value and redirect_uri.

  



  
    
      
    
    
      revoke(token)



        
          
        

    

  


  

      

          @callback revoke(token :: Backplane.Oauth.Token.t()) ::
  {:ok, Backplane.Oauth.Token.t()} | {:error, reason :: term()}


      


Revokes the given Backplane.Oauth.Token code.

  



  
    
      
    
    
      revoke_previous_token(token)



        
          
        

    

  


  

      

          @callback revoke_previous_token(token :: Backplane.Oauth.Token.t()) ::
  {:ok, Backplane.Oauth.Token.t()} | {:error, reason :: term()}


      


Revokes the the previouly issued token given Backplane.Oauth.Token code.

  


        

      


  

    
Backplane.Oauth.CodesAdapter 
    



      
Encapsulate injected Backplane.Oauth.Codes adapter in context configuration

      


      
        Summary


  
    Functions
  


    
      
        create(params)

      


        Callback implementation for Backplane.Oauth.Codes.create/1.



    


    
      
        get_by(params)

      


        Callback implementation for Backplane.Oauth.Codes.get_by/1.



    


    
      
        revoke(code)

      


        Callback implementation for Backplane.Oauth.Codes.revoke/1.



    


    
      
        revoke_previous_token(code)

      


        Callback implementation for Backplane.Oauth.Codes.revoke_previous_token/1.



    





      


      
        Functions


        


  
    
      
    
    
      create(params)



        
          
        

    

  


  

Callback implementation for Backplane.Oauth.Codes.create/1.

  



  
    
      
    
    
      get_by(params)



        
          
        

    

  


  

Callback implementation for Backplane.Oauth.Codes.get_by/1.

  



  
    
      
    
    
      revoke(code)



        
          
        

    

  


  

Callback implementation for Backplane.Oauth.Codes.revoke/1.

  



  
    
      
    
    
      revoke_previous_token(code)



        
          
        

    

  


  

Callback implementation for Backplane.Oauth.Codes.revoke_previous_token/1.

  


        

      


  

    
Backplane.Oauth.Config 
    



      
Utilities to access Backplane OAuth configuration ad set defaults.
Backplane OAuth configuration can be set as following in config.exs overriding following default configuration
config :backplane_oauth, Backplane.Oauth,
  repo: MyApp.Repo, # mandatory
  cache_backend: Backplane.Oauth.Cache,
  contexts: [
    access_tokens: Backplane.Oauth.Ecto.AccessTokens,
    clients: Backplane.Oauth.Ecto.Clients,
    codes: Backplane.Oauth.Ecto.Codes,
    resource_owners: MyApp.ResourceOwners, # mandatory for user flows
    scopes: Backplane.Oauth.Ecto.Scopes
  ],
  max_ttl: [
    authorization_code: 60,
    access_token: 60 * 60 * 24,
    id_token: 60 * 60 * 24,
    refresh_token: 60 * 60 * 24 * 30
  ],
  token_generator: Backplane.Oauth.SecureToken,
  issuer: "boruta"

      




  

    
Backplane.Oauth.Ecto.Admin 
    



      
Administration of Backplane OAuth resources.

      


      
        Summary


  
    Functions
  


    
      
        create_client(attrs)

      


        See Backplane.Oauth.Ecto.Admin.Clients.create_client/1.



    


    
      
        create_scope(attrs)

      


        See Backplane.Oauth.Ecto.Admin.Scopes.create_scope/1.



    


    
      
        delete_client(client)

      


        See Backplane.Oauth.Ecto.Admin.Clients.delete_client/1.



    


    
      
        delete_inactive_tokens()

      


        See Backplane.Oauth.Ecto.Admin.Tokens.delete_inactive_tokens/0.



    


    
      
        delete_inactive_tokens(until)

      


        See Backplane.Oauth.Ecto.Admin.Tokens.delete_inactive_tokens/1.



    


    
      
        delete_scope(scope)

      


        See Backplane.Oauth.Ecto.Admin.Scopes.delete_scope/1.



    


    
      
        get_client!(id)

      


        See Backplane.Oauth.Ecto.Admin.Clients.get_client!/1.



    


    
      
        get_scope!(id)

      


        See Backplane.Oauth.Ecto.Admin.Scopes.get_scope!/1.



    


    
      
        get_scopes_by_ids(ids)

      


        See Backplane.Oauth.Ecto.Admin.Scopes.get_scopes_by_ids/1.



    


    
      
        get_scopes_by_names(names)

      


        See Backplane.Oauth.Ecto.Admin.Scopes.get_scopes_by_names/1.



    


    
      
        list_active_tokens()

      


        See Backplane.Oauth.Ecto.Admin.Tokens.list_active_tokens/0.



    


    
      
        list_active_tokens(queryable)

      


        See Backplane.Oauth.Ecto.Admin.Tokens.list_active_tokens/1.



    


    
      
        list_clients()

      


        See Backplane.Oauth.Ecto.Admin.Clients.list_clients/0.



    


    
      
        list_scopes()

      


        See Backplane.Oauth.Ecto.Admin.Scopes.list_scopes/0.



    


    
      
        regenerate_client_key_pair(client)

      


        See Backplane.Oauth.Ecto.Admin.Clients.regenerate_client_key_pair/1.



    


    
      
        regenerate_client_key_pair(client, public_key, private_key)

      


        See Backplane.Oauth.Ecto.Admin.Clients.regenerate_client_key_pair/3.



    


    
      
        regenerate_client_secret(client)

      


        See Backplane.Oauth.Ecto.Admin.Clients.regenerate_client_secret/1.



    


    
      
        regenerate_client_secret(client, secret)

      


        See Backplane.Oauth.Ecto.Admin.Clients.regenerate_client_secret/2.



    


    
      
        update_client(client, attrs)

      


        See Backplane.Oauth.Ecto.Admin.Clients.update_client/2.



    


    
      
        update_scope(scope, attrs)

      


        See Backplane.Oauth.Ecto.Admin.Scopes.update_scope/2.



    





      


      
        Functions


        


  
    
      
    
    
      create_client(attrs)



        
          
        

    

  


  

See Backplane.Oauth.Ecto.Admin.Clients.create_client/1.

  



  
    
      
    
    
      create_scope(attrs)



        
          
        

    

  


  

See Backplane.Oauth.Ecto.Admin.Scopes.create_scope/1.

  



  
    
      
    
    
      delete_client(client)



        
          
        

    

  


  

See Backplane.Oauth.Ecto.Admin.Clients.delete_client/1.

  



  
    
      
    
    
      delete_inactive_tokens()



        
          
        

    

  


  

See Backplane.Oauth.Ecto.Admin.Tokens.delete_inactive_tokens/0.

  



  
    
      
    
    
      delete_inactive_tokens(until)



        
          
        

    

  


  

See Backplane.Oauth.Ecto.Admin.Tokens.delete_inactive_tokens/1.

  



  
    
      
    
    
      delete_scope(scope)



        
          
        

    

  


  

See Backplane.Oauth.Ecto.Admin.Scopes.delete_scope/1.

  



  
    
      
    
    
      get_client!(id)



        
          
        

    

  


  

See Backplane.Oauth.Ecto.Admin.Clients.get_client!/1.

  



  
    
      
    
    
      get_scope!(id)



        
          
        

    

  


  

See Backplane.Oauth.Ecto.Admin.Scopes.get_scope!/1.

  



  
    
      
    
    
      get_scopes_by_ids(ids)



        
          
        

    

  


  

See Backplane.Oauth.Ecto.Admin.Scopes.get_scopes_by_ids/1.

  



  
    
      
    
    
      get_scopes_by_names(names)



        
          
        

    

  


  

See Backplane.Oauth.Ecto.Admin.Scopes.get_scopes_by_names/1.

  



  
    
      
    
    
      list_active_tokens()



        
          
        

    

  


  

See Backplane.Oauth.Ecto.Admin.Tokens.list_active_tokens/0.

  



  
    
      
    
    
      list_active_tokens(queryable)



        
          
        

    

  


  

See Backplane.Oauth.Ecto.Admin.Tokens.list_active_tokens/1.

  



  
    
      
    
    
      list_clients()



        
          
        

    

  


  

See Backplane.Oauth.Ecto.Admin.Clients.list_clients/0.

  



  
    
      
    
    
      list_scopes()



        
          
        

    

  


  

See Backplane.Oauth.Ecto.Admin.Scopes.list_scopes/0.

  



  
    
      
    
    
      regenerate_client_key_pair(client)



        
          
        

    

  


  

See Backplane.Oauth.Ecto.Admin.Clients.regenerate_client_key_pair/1.

  



  
    
      
    
    
      regenerate_client_key_pair(client, public_key, private_key)



        
          
        

    

  


  

See Backplane.Oauth.Ecto.Admin.Clients.regenerate_client_key_pair/3.

  



  
    
      
    
    
      regenerate_client_secret(client)



        
          
        

    

  


  

See Backplane.Oauth.Ecto.Admin.Clients.regenerate_client_secret/1.

  



  
    
      
    
    
      regenerate_client_secret(client, secret)



        
          
        

    

  


  

See Backplane.Oauth.Ecto.Admin.Clients.regenerate_client_secret/2.

  



  
    
      
    
    
      update_client(client, attrs)



        
          
        

    

  


  

See Backplane.Oauth.Ecto.Admin.Clients.update_client/2.

  



  
    
      
    
    
      update_scope(scope, attrs)



        
          
        

    

  


  

See Backplane.Oauth.Ecto.Admin.Scopes.update_scope/2.

  


        

      


  

    
Backplane.Oauth.Ecto.Admin.Clients 
    



      
Backplane.Oauth.Ecto.Client resource administration

      


      
        Summary


  
    Functions
  


    
      
        create_client(attrs)

      


        Creates a client.



    


    
      
        delete_client(client)

      


        Deletes a Client.



    


    
      
        get_client!(id)

      


        Gets a single client.



    


    
      
        list_clients()

      


        Returns the list of clients.



    


    
      
        regenerate_client_key_pair(client, public_key \\ nil, private_key \\ nil)

      


        Regenerates client key pair. If a couple public/private key is provided as parameter, updates it.



    


    
      
        regenerate_client_secret(client, secret \\ nil)

      


        Regenerates client secret. If a secret is provided as parameter, updates it.



    


    
      
        update_client(client, attrs)

      


        Updates a client.



    





      


      
        Functions


        


  
    
      
    
    
      create_client(attrs)



        
          
        

    

  


  

Creates a client.
Examples
iex> create_client(%{field: value})
{:ok, %Client{}}

iex> create_client(%{field: bad_value})
{:error, %Ecto.Changeset{}}

  



  
    
      
    
    
      delete_client(client)



        
          
        

    

  


  

Deletes a Client.
Examples
iex> delete_client(client)
{:ok, %Client{}}

iex> delete_client(client)
{:error, %Ecto.Changeset{}}

  



  
    
      
    
    
      get_client!(id)



        
          
        

    

  


  

Gets a single client.
Raises Ecto.NoResultsError if the Client does not exist.
Examples
iex> get_client!(123)
%Client{}

iex> get_client!(456)
** (Ecto.NoResultsError)

  



  
    
      
    
    
      list_clients()



        
          
        

    

  


  

Returns the list of clients.
Examples
iex> list_clients()
[%Client{}, ...]

  



    

    

  
    
      
    
    
      regenerate_client_key_pair(client, public_key \\ nil, private_key \\ nil)



        
          
        

    

  


  

Regenerates client key pair. If a couple public/private key is provided as parameter, updates it.
Examples
iex> regenerate_client_key_pair(client)
{:ok, %Client{}}

  



    

  
    
      
    
    
      regenerate_client_secret(client, secret \\ nil)



        
          
        

    

  


  

Regenerates client secret. If a secret is provided as parameter, updates it.
Examples
iex> regenerate_client_secret(client)
{:ok, %Client{}}

  



  
    
      
    
    
      update_client(client, attrs)



        
          
        

    

  


  

Updates a client.
Examples
iex> update_client(client, %{field: new_value})
{:ok, %Client{}}

iex> update_client(client, %{field: bad_value})
{:error, %Ecto.Changeset{}}

  


        

      


  

    
Backplane.Oauth.Ecto.Admin.Scopes 
    



      
Backplane.Oauth.Ecto.Scope resource administration

      


      
        Summary


  
    Functions
  


    
      
        create_scope(attrs)

      


        Creates a scope.



    


    
      
        delete_scope(scope)

      


        Deletes a Scope.



    


    
      
        get_scope!(id)

      


        Gets a single scope.



    


    
      
        get_scopes_by_ids(ids)

      


        Return scopes corresponding to the given ids.



    


    
      
        get_scopes_by_names(names)

      


        Return scopes corresponding to the given names.



    


    
      
        list_scopes()

      


        Returns the list of scopes.



    


    
      
        update_scope(scope, attrs)

      


        Updates a scope.



    





      


      
        Functions


        


  
    
      
    
    
      create_scope(attrs)



        
          
        

    

  


  

Creates a scope.
Examples
iex> create_scope(%{field: value})
{:ok, %Scope{}}

iex> create_scope(%{field: bad_value})
{:error, %Ecto.Changeset{}}

  



  
    
      
    
    
      delete_scope(scope)



        
          
        

    

  


  

Deletes a Scope.
Examples
iex> delete_scope(scope)
{:ok, %Scope{}}

iex> delete_scope(scope)
{:error, %Ecto.Changeset{}}

  



  
    
      
    
    
      get_scope!(id)



        
          
        

    

  


  

Gets a single scope.
Raises Ecto.NoResultsError if the Scope does not exist.
Examples
iex> get_scope!(123)
%Scope{}

iex> get_scope!(456)
** (Ecto.NoResultsError)

  



  
    
      
    
    
      get_scopes_by_ids(ids)



        
          
        

    

  


  

Return scopes corresponding to the given ids.
Examples
iex> get_scopes_by_ids(["9864decf-8aa4-4387-a7e4-19d1a059c912", "7b6ec16d-ad8f-4332-ac55-559184ec0f51"])
[%Scope{}, ...]

  



  
    
      
    
    
      get_scopes_by_names(names)



        
          
        

    

  


  

Return scopes corresponding to the given names.
Examples
iex> get_scopes_by_names(["first:scope", "second:scope"])
[%Scope{}, ...]

  



  
    
      
    
    
      list_scopes()



        
          
        

    

  


  

Returns the list of scopes.
Examples
iex> list_scopes()
[%Scope{}, ...]

  



  
    
      
    
    
      update_scope(scope, attrs)



        
          
        

    

  


  

Updates a scope.
Examples
iex> update_scope(scope, %{field: new_value})
{:ok, %Scope{}}

iex> update_scope(scope, %{field: bad_value})
{:error, %Ecto.Changeset{}}

  


        

      


  

    
Backplane.Oauth.Ecto.Admin.Tokens 
    



      
Backplane.Oauth.Ecto.Token resource administration

      


      
        Summary


  
    Functions
  


    
      
        delete_inactive_tokens(until \\ DateTime.utc_now())

      


    


    
      
        list_active_tokens(queryable \\ Token)

      


        Returns all active tokens given Ecto.Queryable (defaults to all).



    





      


      
        Functions


        


    

  
    
      
    
    
      delete_inactive_tokens(until \\ DateTime.utc_now())



        
          
        

    

  


  

      

          @spec delete_inactive_tokens(until :: DateTime.t()) ::
  {number_of_deleted_tokens :: integer(), nil}


      



  



    

  
    
      
    
    
      list_active_tokens(queryable \\ Token)



        
          
        

    

  


  

      

          @spec list_active_tokens(queryable :: Ecto.Queryable.t()) ::
  active_tokens :: [Backplane.Oauth.Ecto.Token.t()]


      


Returns all active tokens given Ecto.Queryable (defaults to all).
Examples
iex> list_active_tokens()
[%Token{}, ...]

  


        

      


  

    
Backplane.Oauth.Ecto.Client 
    



      
Ecto Adapter Client Schema

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        create_changeset(client, attrs)

      


    


    
      
        key_pair_changeset(client, attrs \\ %{})

      


    


    
      
        secret_changeset(client, secret \\ nil)

      


    


    
      
        update_changeset(client, attrs)

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Backplane.Oauth.Ecto.Client{
  __meta__: term(),
  access_token_ttl: integer(),
  authorization_code_ttl: integer(),
  authorize_scope: boolean(),
  authorized_scopes:
    Ecto.Association.NotLoaded.t() | [Backplane.Oauth.Ecto.Scope.t()],
  confidential: term(),
  id: term(),
  id_token_kid: term(),
  id_token_signature_alg: String.t(),
  id_token_ttl: integer(),
  inserted_at: term(),
  jwk: term(),
  jwks_uri: term(),
  jwt_public_key: String.t(),
  logo_uri: term(),
  metadata: term(),
  name: term(),
  pkce: boolean(),
  private_key: String.t(),
  public_key: String.t(),
  public_refresh_token: boolean(),
  public_revoke: boolean(),
  redirect_uris: [String.t()],
  refresh_token_ttl: integer(),
  secret: String.t(),
  supported_grant_types: [String.t()],
  token_endpoint_auth_methods: [String.t()],
  token_endpoint_jwt_auth_alg: String.t(),
  trusted_authorities: String.t(),
  trusted_hosts: [String.t()],
  updated_at: term(),
  userinfo_signed_response_alg: String.t() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      create_changeset(client, attrs)



        
          
        

    

  


  


  



    

  
    
      
    
    
      key_pair_changeset(client, attrs \\ %{})



        
          
        

    

  


  


  



    

  
    
      
    
    
      secret_changeset(client, secret \\ nil)



        
          
        

    

  


  


  



  
    
      
    
    
      update_changeset(client, attrs)



        
          
        

    

  


  


  


        

      


  

    
Backplane.Oauth.Ecto.Scope 
    



      
Ecto Adapter Scope Schema

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        assoc_changeset(scope, attrs)

      


    


    
      
        changeset(scope, attrs)

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Backplane.Oauth.Ecto.Scope{
  __meta__: term(),
  id: term(),
  inserted_at: term(),
  label: term(),
  name: String.t(),
  public: boolean(),
  updated_at: term()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      assoc_changeset(scope, attrs)



        
          
        

    

  


  


  



  
    
      
    
    
      changeset(scope, attrs)



        
          
        

    

  


  


  


        

      


  

    
Backplane.Oauth.Ecto.Token 
    



      
Ecto Adapter Token Schema

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        changeset(token, attrs)

      


    


    
      
        changeset_with_refresh_token(token, attrs)

      


    


    
      
        code_changeset(token, attrs)

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Backplane.Oauth.Ecto.Token{
  __meta__: term(),
  access_token_ttl: term(),
  authorization_code_ttl: term(),
  client: Backplane.Oauth.Ecto.Client.t(),
  client_id: term(),
  code_challenge: term(),
  code_challenge_hash: term(),
  code_challenge_method: term(),
  expires_at: integer(),
  id: term(),
  inserted_at: term(),
  nonce: String.t(),
  previous_code: String.t() | nil,
  previous_token: String.t() | nil,
  redirect_uri: String.t(),
  refresh_token: term(),
  refresh_token_revoked_at: DateTime.t(),
  resource_owner: term(),
  revoked_at: DateTime.t(),
  scope: String.t(),
  state: String.t(),
  sub: String.t(),
  type: String.t(),
  updated_at: term(),
  value: String.t()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      changeset(token, attrs)



        
          
        

    

  


  


  



  
    
      
    
    
      changeset_with_refresh_token(token, attrs)



        
          
        

    

  


  


  



  
    
      
    
    
      code_changeset(token, attrs)



        
          
        

    

  


  


  


        

      


  

    
Backplane.Oauth.Error 
    



      
Backplane OAuth OAuth errors
Note: Intended to follow OAuth 2.0 errors. Additional errors are provided as purpose.


      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        redirect_to_url(error)

      


        Returns the URL to be redirected according to error format.



    


    
      
        with_format(error, request)

      


        Returns the OAuth error augmented with the format according to request type.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Backplane.Oauth.Error{
  error:
    :invalid_request
    | :invalid_client
    | :invalid_access_token
    | :invalid_scope
    | :invalid_code
    | :invalid_grant
    | :invalid_resource_owner
    | :login_required
    | :unsupported_grant_type
    | :unknown_error,
  error_description: String.t(),
  format: :query | :fragment | nil,
  redirect_uri: String.t() | nil,
  state: String.t() | nil,
  status: :internal_server_error | :bad_request | :unauthorized
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      redirect_to_url(error)



        
          
        

    

  


  

      

          @spec redirect_to_url(error :: t()) :: url :: String.t()


      


Returns the URL to be redirected according to error format.

  



  
    
      
    
    
      with_format(error, request)



        
          
        

    

  


  

      

          @spec with_format(
  error :: t(),
  request ::
    Backplane.Oauth.CodeRequest.t()
    | Backplane.Oauth.TokenRequest.t()
    | Backplane.Oauth.HybridRequest.t()
) :: t()


      


Returns the OAuth error augmented with the format according to request type.

  


        

      


  

    
Backplane.Oauth.HybridRequest 
    



      
Hybrid request

      


      
        Summary


  
    Types
  


    
      
        t()

      


        Type representing an hybrid request as stated in OpenId Connect core 1.0.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Backplane.Oauth.HybridRequest{
  client_id: String.t(),
  code_challenge: String.t(),
  code_challenge_method: String.t(),
  grant_type: String.t(),
  nonce: String.t(),
  prompt: term(),
  redirect_uri: String.t(),
  resource_owner: struct(),
  response_mode: String.t(),
  response_types: [String.t()],
  scope: String.t(),
  state: String.t()
}


      


Type representing an hybrid request as stated in OpenId Connect core 1.0.
Note : resource_owner is an addition that must be provided by the application layer.

  


        

      


  

    
Backplane.Oauth.IdToken 
    



      
OpenID Connect id token schema and utilities

      


      
        Summary


  
    Types
  


    
      
        claims()

      


    


    
      
        tokens()

      


    





  
    Functions
  


    
      
        generate(tokens, nonce)

      


    





      


      
        Types


        


  
    
      
    
    
      claims()



        
          
        

    

  


  

      

          @type claims() :: %{required(String.t()) => String.t() | claims()}


      



  



  
    
      
    
    
      tokens()



        
          
        

    

  


  

      

          @type tokens() :: %{
  optional(:code) => %Backplane.Oauth.Token{
    client: Backplane.Oauth.Client.t(),
    code_challenge: term(),
    code_challenge_hash: term(),
    code_challenge_method: term(),
    expires_at: term(),
    inserted_at: DateTime.t(),
    nonce: term(),
    redirect_uri: term(),
    refresh_token: term(),
    refresh_token_revoked_at: term(),
    resource_owner: term(),
    revoked_at: term(),
    scope: String.t(),
    state: term(),
    sub: String.t(),
    type: term(),
    value: term()
  },
  optional(:token) => %Backplane.Oauth.Token{
    client: Backplane.Oauth.Client.t(),
    code_challenge: term(),
    code_challenge_hash: term(),
    code_challenge_method: term(),
    expires_at: term(),
    inserted_at: DateTime.t(),
    nonce: term(),
    redirect_uri: term(),
    refresh_token: term(),
    refresh_token_revoked_at: term(),
    resource_owner: term(),
    revoked_at: term(),
    scope: String.t(),
    state: term(),
    sub: String.t(),
    type: term(),
    value: term()
  },
  optional(:base_token) => %Backplane.Oauth.Token{
    client: Backplane.Oauth.Client.t(),
    code_challenge: term(),
    code_challenge_hash: term(),
    code_challenge_method: term(),
    expires_at: term(),
    inserted_at: DateTime.t(),
    nonce: term(),
    redirect_uri: term(),
    refresh_token: term(),
    refresh_token_revoked_at: term(),
    resource_owner: term(),
    revoked_at: term(),
    scope: String.t(),
    state: term(),
    sub: String.t(),
    type: term(),
    value: term()
  }
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      generate(tokens, nonce)



        
          
        

    

  


  

      

          @spec generate(tokens :: tokens(), nonce :: String.t()) ::
  id_token :: Backplane.Oauth.Token.t()


      



  


        

      


  

    
Backplane.Oauth.Introspect 
    



      
Access token introspection

      


      
        Summary


  
    Functions
  


    
      
        token(introspect_request)

      


        Returns corresponding token for the given Backplane.Oauth.IntrospectRequest



    





      


      
        Functions


        


  
    
      
    
    
      token(introspect_request)



        
          
        

    

  


  

      

          @spec token(request :: Backplane.Oauth.IntrospectRequest.t()) ::
  {:ok, token :: Backplane.Oauth.Token.t()}
  | {:error, error :: Backplane.Oauth.Error.t()}


      


Returns corresponding token for the given Backplane.Oauth.IntrospectRequest
Note : Invalid tokens returns an error {:error, %Error{error: :invalid_access_token, ...}}. That must be rescued to return %{"active" => false} in application implementation.
Examples
iex> token(%IntrospectRequest{
  client_id: "client_id",
  client_secret: "client_secret",
  token: "token"
})
{:ok, %Token{...}}

  


        

      


  

    
Backplane.Oauth.IntrospectApplication behaviour
    



      
OAuth application behaviour - introspect endpoint
Implement this behaviour in the application layer of your OAuth provider. The callbacks are triggered while calling functions from Backplane.Oauth module.

      


      
        Summary


  
    Callbacks
  


    
      
        introspect_error(conn, oauth_error)

      


        This function will be triggered in case of failure invoking Backplane.Oauth.introspect/2



    


    
      
        introspect_success(conn, introspect_response)

      


        This function will be triggered in case of success invoking Backplane.Oauth.introspect/2



    





      


      
        Callbacks


        


  
    
      
    
    
      introspect_error(conn, oauth_error)



        
          
        

    

  


  

      

          @callback introspect_error(
  conn :: Plug.Conn.t(),
  oauth_error :: Backplane.Oauth.Error.t()
) :: any()


      


This function will be triggered in case of failure invoking Backplane.Oauth.introspect/2

  



  
    
      
    
    
      introspect_success(conn, introspect_response)



        
          
        

    

  


  

      

          @callback introspect_success(
  conn :: Plug.Conn.t(),
  introspect_response :: Backplane.Oauth.IntrospectResponse.t()
) :: any()


      


This function will be triggered in case of success invoking Backplane.Oauth.introspect/2

  


        

      


  

    
Backplane.Oauth.IntrospectRequest 
    



      
Introspect request

      


      
        Summary


  
    Types
  


    
      
        t()

      


        Type representing an introspect request as stated in Introspect RFC.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Backplane.Oauth.IntrospectRequest{
  client_authentication: %{type: String.t(), value: String.t()},
  client_id: String.t(),
  token: String.t()
}


      


Type representing an introspect request as stated in Introspect RFC.

  


        

      


  

    
Backplane.Oauth.IntrospectResponse 
    



      
Response returned in case of introspection request success. Provides mandatory data needed to respond to token introspection.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        from_error(_)

      


    


    
      
        from_token(token)

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Backplane.Oauth.IntrospectResponse{
  active: boolean(),
  client_id: String.t(),
  exp: integer(),
  iat: integer(),
  iss: String.t(),
  private_key: String.t(),
  scope: String.t(),
  sub: String.t(),
  username: String.t()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      from_error(_)



        
          
        

    

  


  

      

          @spec from_error(error :: Backplane.Oauth.Error.t()) ::
  introspect_response :: %Backplane.Oauth.IntrospectResponse{
    active: false,
    client_id: term(),
    exp: term(),
    iat: term(),
    iss: term(),
    private_key: term(),
    scope: term(),
    sub: term(),
    username: term()
  }


      



  



  
    
      
    
    
      from_token(token)



        
          
        

    

  


  

      

          @spec from_token(token :: Backplane.Oauth.Token.t()) :: introspect_response :: t()


      



  


        

      


  

    
Backplane.Oauth.Openid 
    



      
Openid requests entrypoint, provides additional artifacts to OAuth as stated in Openid Connect Core 1.0.
Note: this module follows inverted heaxagonal architecture, its functions will invoke callbacks of the given module argument and return its result.
The definition of those callbacks are provided by either Backplane.Oauth.Openid.Application or Backplane.Oauth.Openid.JwksApplication and Backplane.Oauth.Openid.UserinfoApplication


      


      
        Summary


  
    Functions
  


    
      
        jwks(conn, module)

      


    


    
      
        register_client(conn, registration_params, module)

      


    


    
      
        userinfo(conn, module)

      


    





      


      
        Functions


        


  
    
      
    
    
      jwks(conn, module)



        
          
        

    

  


  


  



  
    
      
    
    
      register_client(conn, registration_params, module)



        
          
        

    

  


  


  



  
    
      
    
    
      userinfo(conn, module)



        
          
        

    

  


  


  


        

      


  

    
Backplane.Oauth.Openid.Application behaviour
    



      
Implement this behaviour in the application layer of your OpenID Connect provider.
This behaviour gives all callbacks triggered invoking Backplane.Oauth.Openid module functions.
Note: This behaviour is split into Backplane.Oauth.Openid.JwksApplication and Backplane.Oauth.Openid.UserinfoApplication providing utilities to implement the different OpenID Connect endpoints independently.


      


      
        Summary


  
    Callbacks
  


    
      
        client_registered(conn, client)

      


        This function will be triggered when request is unauthorized invoking Backplane.Oauth.Openid.register_client/3



    


    
      
        jwk_list(conn, jwk_keys)

      


        This function will be triggered in case of success invoking Backplane.Oauth.Openid.jwks/2



    


    
      
        registration_failure(conn, changeset)

      


        This function will be triggered when request is unauthorized invoking Backplane.Oauth.Openid.register_client/3



    


    
      
        unauthorized(conn, error)

      


        This function will be triggered when request is unauthorized invoking Backplane.Oauth.Openid.userinfo/2



    


    
      
        userinfo_fetched(conn, userinfo)

      


        This function will be triggered in case of success invoking Backplane.Oauth.Openid.userinfo/2



    





      


      
        Callbacks


        


  
    
      
    
    
      client_registered(conn, client)



        
          
        

    

  


  

      

          @callback client_registered(conn :: Plug.Conn.t(), client :: Backplane.Oauth.Client.t()) ::
  any()


      


This function will be triggered when request is unauthorized invoking Backplane.Oauth.Openid.register_client/3

  



  
    
      
    
    
      jwk_list(conn, jwk_keys)



        
          
        

    

  


  

      

          @callback jwk_list(
  conn :: Plug.Conn.t(),
  jwk_keys :: [%JOSE.JWK{fields: term(), keys: term(), kty: term()}]
) :: any()


      


This function will be triggered in case of success invoking Backplane.Oauth.Openid.jwks/2

  



  
    
      
    
    
      registration_failure(conn, changeset)



        
          
        

    

  


  

      

          @callback registration_failure(conn :: Plug.Conn.t(), changeset :: Ecto.Changeset.t()) ::
  any()


      


This function will be triggered when request is unauthorized invoking Backplane.Oauth.Openid.register_client/3

  



  
    
      
    
    
      unauthorized(conn, error)



        
          
        

    

  


  

      

          @callback unauthorized(conn :: Plug.Conn.t(), error :: Backplane.Oauth.Error.t()) :: any()


      


This function will be triggered when request is unauthorized invoking Backplane.Oauth.Openid.userinfo/2

  



  
    
      
    
    
      userinfo_fetched(conn, userinfo)



        
          
        

    

  


  

      

          @callback userinfo_fetched(conn :: Plug.Conn.t(), userinfo :: map()) :: any()


      


This function will be triggered in case of success invoking Backplane.Oauth.Openid.userinfo/2

  


        

      


  

    
Backplane.Oauth.Openid.DynamicRegistrationApplication behaviour
    



      
Implement this behaviour in the application layer of your OpenID Connect provider.
This behaviour gives all callbacks triggered invoking Backplane.Oauth.Openid.register_client/3 function.

      


      
        Summary


  
    Callbacks
  


    
      
        client_registered(conn, client)

      


        This function will be triggered when request is unauthorized invoking Backplane.Oauth.Openid.register_client/3



    


    
      
        registration_failure(conn, changeset)

      


        This function will be triggered when request is unauthorized invoking Backplane.Oauth.Openid.register_client/3



    





      


      
        Callbacks


        


  
    
      
    
    
      client_registered(conn, client)



        
          
        

    

  


  

      

          @callback client_registered(conn :: Plug.Conn.t(), client :: Backplane.Oauth.Client.t()) ::
  any()


      


This function will be triggered when request is unauthorized invoking Backplane.Oauth.Openid.register_client/3

  



  
    
      
    
    
      registration_failure(conn, changeset)



        
          
        

    

  


  

      

          @callback registration_failure(conn :: Plug.Conn.t(), changeset :: Ecto.Changeset.t()) ::
  any()


      


This function will be triggered when request is unauthorized invoking Backplane.Oauth.Openid.register_client/3

  


        

      


  

    
Backplane.Oauth.Openid.JwksApplication behaviour
    



      
Implement this behaviour in the application layer of your OpenID Connect provider.
This behaviour gives all callbacks triggered invoking Backplane.Oauth.Openid.jwks/2 function.

      


      
        Summary


  
    Callbacks
  


    
      
        jwk_list(conn, jwk_keys)

      


        This function will be triggered in case of success invoking Backplane.Oauth.Opeind.jwks/2



    





      


      
        Callbacks


        


  
    
      
    
    
      jwk_list(conn, jwk_keys)



        
          
        

    

  


  

      

          @callback jwk_list(
  conn :: Plug.Conn.t(),
  jwk_keys :: [%JOSE.JWK{fields: term(), keys: term(), kty: term()}]
) :: any()


      


This function will be triggered in case of success invoking Backplane.Oauth.Opeind.jwks/2

  


        

      


  

    
Backplane.Oauth.Openid.UserinfoApplication behaviour
    



      
Implement this behaviour in the application layer of your OpenID Connect provider.
This behaviour gives all callbacks triggered invoking Backplane.Oauth.Openid.userinfo/2 function.

      


      
        Summary


  
    Callbacks
  


    
      
        unauthorized(conn, error)

      


        This function will be triggered when request is unauthorized invoking Backplane.Oauth.Openid.userinfo/2



    


    
      
        userinfo_fetched(conn, userinfo)

      


        This function will be triggered in case of success invoking Backplane.Oauth.Openid.userinfo/2



    





      


      
        Callbacks


        


  
    
      
    
    
      unauthorized(conn, error)



        
          
        

    

  


  

      

          @callback unauthorized(conn :: Plug.Conn.t(), error :: Backplane.Oauth.Error.t()) :: any()


      


This function will be triggered when request is unauthorized invoking Backplane.Oauth.Openid.userinfo/2

  



  
    
      
    
    
      userinfo_fetched(conn, userinfo)



        
          
        

    

  


  

      

          @callback userinfo_fetched(conn :: Plug.Conn.t(), userinfo :: map()) :: any()


      


This function will be triggered in case of success invoking Backplane.Oauth.Openid.userinfo/2

  


        

      


  

    
Backplane.Oauth.PasswordRequest 
    



      
Resource owner password credentials request

      


      
        Summary


  
    Types
  


    
      
        t()

      


        Type representing a resource owner password credentials request as stated in OAuth 2.0 RFC.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Backplane.Oauth.PasswordRequest{
  client_authentication: %{type: String.t(), value: String.t()},
  client_id: String.t(),
  grant_type: String.t(),
  password: String.t(),
  scope: String.t(),
  username: String.t()
}


      


Type representing a resource owner password credentials request as stated in OAuth 2.0 RFC.

  


        

      


  

    
Backplane.Oauth.RefreshTokenRequest 
    



      
Refresh token request

      


      
        Summary


  
    Types
  


    
      
        t()

      


        Type representing a refresh token request as stated in OAuth 2.0 RFC.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Backplane.Oauth.RefreshTokenRequest{
  client_authentication: %{type: String.t(), value: String.t()},
  client_id: String.t(),
  grant_type: String.t(),
  refresh_token: String.t(),
  scope: String.t()
}


      


Type representing a refresh token request as stated in OAuth 2.0 RFC.

  


        

      


  

    
Backplane.Oauth.Request 
    



      
Build an oauth request struct from given input.
Note: Input must have the shape or be a %Plug.Conn{} request.


      


      
        Summary


  
    Functions
  


    
      
        authorize_request(conn, resource_owner)

      


        Create request struct from an OAuth authorize request.



    


    
      
        introspect_request(conn)

      


        Create request struct from an OAuth introspect request.



    


    
      
        revoke_request(conn)

      


        Create request struct from an OAuth revoke request.



    


    
      
        token_request(conn)

      


        Create request struct from an OAuth token request.



    





      


      
        Functions


        


  
    
      
    
    
      authorize_request(conn, resource_owner)



        
          
        

    

  


  

      

          @spec authorize_request(
  conn :: Plug.Conn.t() | %{body_params: map()},
  resource_owner :: struct()
) ::
  {:error,
   %Backplane.Oauth.Error{
     error: :invalid_request,
     error_description: String.t(),
     format: nil,
     redirect_uri: nil,
     state: term(),
     status: :bad_request
   }}
  | {:ok,
     oauth_request ::
       Backplane.Oauth.CodeRequest.t()
       | Backplane.Oauth.TokenRequest.t()
       | Backplane.Oauth.HybridRequest.t()}


      


Create request struct from an OAuth authorize request.
Note : resource owner must be provided as current_user assigns.
Examples
iex>authorize_request(
  %{
    query_params: %{
      "response_type" => "token",
      "client_id" => "client_id",
      "redirect_uri" => "redirect_uri"
    },
  },
  %User{...}
)
{:ok, %TokenRequest{...}}

  



  
    
      
    
    
      introspect_request(conn)



        
          
        

    

  


  

      

          @spec introspect_request(
  conn ::
    Plug.Conn.t() | %{optional(:req_headers) => list(), body_params: map()}
) ::
  {:error,
   %Backplane.Oauth.Error{
     error: :invalid_request,
     error_description: String.t(),
     format: nil,
     redirect_uri: nil,
     state: term(),
     status: :bad_request
   }}
  | {:ok, request :: Backplane.Oauth.IntrospectRequest.t()}


      


Create request struct from an OAuth introspect request.
Examples
iex>introspect_request(%{
  body_params: %{
    "token" => "token",
    "client_id" => "client_id",
    "client_secret" => "client_secret",
  }
})
{:ok, %IntrospectRequest{...}}

  



  
    
      
    
    
      revoke_request(conn)



        
          
        

    

  


  

      

          @spec revoke_request(
  conn ::
    Plug.Conn.t() | %{optional(:req_headers) => list(), body_params: map()}
) ::
  {:error,
   %Backplane.Oauth.Error{
     error: :invalid_request,
     error_description: String.t(),
     format: nil,
     redirect_uri: nil,
     state: term(),
     status: :bad_request
   }}
  | {:ok, request :: Backplane.Oauth.RevokeRequest.t()}


      


Create request struct from an OAuth revoke request.
Examples
iex>revoke_request(%{
  body_params: %{
    "token" => "token",
    "client_id" => "client_id",
    "client_secret" => "client_secret",
  }
})
{:ok, %RevokeRequest{...}}

  



  
    
      
    
    
      token_request(conn)



        
          
        

    

  


  

      

          @spec token_request(
  conn ::
    Plug.Conn.t() | %{optional(:req_headers) => list(), body_params: map()}
) ::
  {:error,
   %Backplane.Oauth.Error{
     error: :invalid_request,
     error_description: String.t(),
     format: nil,
     redirect_uri: nil,
     state: term(),
     status: :bad_request
   }}
  | {:ok,
     oauth_request ::
       Backplane.Oauth.AuthorizationCodeRequest.t()
       | Backplane.Oauth.ClientCredentialsRequest.t()
       | Backplane.Oauth.AuthorizationCodeRequest.t()
       | Backplane.Oauth.TokenRequest.t()
       | Backplane.Oauth.PasswordRequest.t()}


      


Create request struct from an OAuth token request.
Examples
iex>token_request(%{
  body_params: %{
    "grant_type" => "client_credentials",
    "client_id" => "client_id",
    "client_secret" => "client_secret"
  }
})
{:ok, %ClientCredentialsRequest{...}}

  


        

      


  

    
Backplane.Oauth.ResourceOwner 
    



      
Oauth resource owner schema

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Backplane.Oauth.ResourceOwner{
  extra_claims: Backplane.Oauth.IdToken.claims(),
  last_login_at: DateTime.t() | nil,
  sub: String.t(),
  username: String.t() | nil
}


      



  


        

      


  

    
Backplane.Oauth.ResourceOwners behaviour
    



      
Resource owner context

      


      
        Summary


  
    Callbacks
  


    
      
        authorized_scopes(resource_owner)

      


        Returns a list of authorized scopes for a given resource owner. These scopes will be granted is requested for the user.



    


    
      
        check_password(resource_owner, password)

      


        Determines if given password is valid for the given resource owner.



    


    
      
        claims(resource_owner, scope)

      


        Returns id_token identity claims for the given resource owner. Those claims will be present in resulting id_token of OpenID Connect flows.



    


    
      
        get_by(arg1)

      


        Returns a resource owner by (username) or (id).



    





      


      
        Callbacks


        


  
    
      
    
    
      authorized_scopes(resource_owner)



        
          
        

    

  


  

      

          @callback authorized_scopes(resource_owner :: Backplane.Oauth.ResourceOwner.t()) :: [
  Backplane.Oauth.Scope.t()
]


      


Returns a list of authorized scopes for a given resource owner. These scopes will be granted is requested for the user.

  



  
    
      
    
    
      check_password(resource_owner, password)



        
          
        

    

  


  

      

          @callback check_password(
  resource_owner :: Backplane.Oauth.ResourceOwner.t(),
  password :: String.t()
) ::
  :ok | {:error, String.t()}


      


Determines if given password is valid for the given resource owner.

  



  
    
      
    
    
      claims(resource_owner, scope)


        (optional)


        
          
        

    

  


  

      

          @callback claims(resource_owner :: Backplane.Oauth.ResourceOwner.t(), scope :: String.t()) ::
  claims :: Backplane.Oauth.IdToken.claims()


      


Returns id_token identity claims for the given resource owner. Those claims will be present in resulting id_token of OpenID Connect flows.

  



  
    
      
    
    
      get_by(arg1)



        
          
        

    

  


  

      

          @callback get_by([{:username, String.t()}] | [{:sub, String.t()}]) ::
  {:ok, resource_owner :: Backplane.Oauth.ResourceOwner.t()}
  | {:error, String.t()}


      


Returns a resource owner by (username) or (id).

  


        

      


  

    
Backplane.Oauth.Revoke 
    



      
Access token revocation

      


      
        Summary


  
    Functions
  


    
      
        token(revoke_request)

      


        Revokes token according to the given Backplane.Oauth.RevokeRequest



    





      


      
        Functions


        


  
    
      
    
    
      token(revoke_request)



        
          
        

    

  


  

      

          @spec token(request :: Backplane.Oauth.RevokeRequest.t()) ::
  :ok
  | {:error, error :: Backplane.Oauth.Error.t()}
  | {:error, error :: String.t()}


      


Revokes token according to the given Backplane.Oauth.RevokeRequest
Examples
iex> token(%RevokeRequest{
  client_id: "client_id",
  client_secret: "client_secret",
  token: "token"
})
:ok

  


        

      


  

    
Backplane.Oauth.RevokeApplication behaviour
    



      
OAuth application behaviour - revoke endpoint
Implement this behaviour in the application layer of your OAuth provider. The callbacks are triggered while calling functions from Backplane.Oauth module.

      


      
        Summary


  
    Callbacks
  


    
      
        revoke_error(conn, oauth_error)

      


        This function will be triggered in case of failure invoking Backplane.Oauth.revoke/2



    


    
      
        revoke_success(conn)

      


        This function will be triggered in case of success invoking Backplane.Oauth.revoke/2



    





      


      
        Callbacks


        


  
    
      
    
    
      revoke_error(conn, oauth_error)



        
          
        

    

  


  

      

          @callback revoke_error(conn :: Plug.Conn.t(), oauth_error :: Backplane.Oauth.Error.t()) ::
  any()


      


This function will be triggered in case of failure invoking Backplane.Oauth.revoke/2

  



  
    
      
    
    
      revoke_success(conn)



        
          
        

    

  


  

      

          @callback revoke_success(conn :: Plug.Conn.t()) :: any()


      


This function will be triggered in case of success invoking Backplane.Oauth.revoke/2

  


        

      


  

    
Backplane.Oauth.RevokeRequest 
    



      
Revoke request

      


      
        Summary


  
    Types
  


    
      
        t()

      


        Type representing an revoke request as stated in OAuth 2.0 Token revocation RFC.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Backplane.Oauth.RevokeRequest{
  client_authentication: %{type: String.t(), value: String.t()},
  client_id: String.t(),
  token: String.t(),
  token_type_hint: String.t()
}


      


Type representing an revoke request as stated in OAuth 2.0 Token revocation RFC.

  


        

      


  

    
Backplane.Oauth.Scope 
    



      
OAuth scope schema and utilities

      


      
        Summary


  
    Types
  


    
      
        raw()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        authorized_scopes(against, scopes, public_scopes \\ [])

      


        Determines if artifact is authorized to access given scope.



    


    
      
        contains_openid?(scope)

      


        Determines if scope string contains openid scope.



    


    
      
        openid()

      


        Returns 'openid' scope



    


    
      
        split(scope)

      


        Splits an OAuth scope string into individual scopes as string



    





      


      
        Types


        


  
    
      
    
    
      raw()



        
          
        

    

  


  

      

          @type raw() :: String.t()


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Backplane.Oauth.Scope{
  id: any() | nil,
  label: String.t() | nil,
  name: String.t(),
  public: boolean() | nil
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      authorized_scopes(against, scopes, public_scopes \\ [])



        
          
        

    

  


  

      

          @spec authorized_scopes(
  against :: List | Backplane.Oauth.Token.t() | Backplane.Oauth.Client.t(),
  scopes :: [String.t()],
  public_scopes :: [String.t()]
) :: authorized_scopes :: [String.t()]


      


Determines if artifact is authorized to access given scope.

  



  
    
      
    
    
      contains_openid?(scope)



        
          
        

    

  


  

      

          @spec contains_openid?(oauth_scope :: String.t()) :: boolean()


      


Determines if scope string contains openid scope.

  



  
    
      
    
    
      openid()



        
          
        

    

  


  

      

          @spec openid() :: t()


      


Returns 'openid' scope

  



  
    
      
    
    
      split(scope)



        
          
        

    

  


  

      

          @spec split(oauth_scope :: String.t() | nil) :: [raw()]


      


Splits an OAuth scope string into individual scopes as string
Examples
iex> scope("a:scope another:scope")
["a:scope", "another:scope"]

  


        

      


  

    
Backplane.Oauth.Scopes behaviour
    



      
Scope context

      


      
        Summary


  
    Callbacks
  


    
      
        public()

      


    





      


      
        Callbacks


        


  
    
      
    
    
      public()



        
          
        

    

  


  

      

          @callback public() :: [Backplane.Oauth.Scope.t()]


      



  


        

      


  

    
Backplane.Oauth.ScopesAdapter 
    



      
Encapsulate injected Backplane.Oauth.Scopes adapter in context configuration

      


      
        Summary


  
    Functions
  


    
      
        public()

      


        Callback implementation for Backplane.Oauth.Scopes.public/0.



    





      


      
        Functions


        


  
    
      
    
    
      public()



        
          
        

    

  


  

Callback implementation for Backplane.Oauth.Scopes.public/0.

  


        

      


  

    
Backplane.Oauth.Token 
    



      
OAuth access token and code schema and utilities

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        ensure_valid(token, type \\ :access_token)

      


        Determines if a token is valid, neither expired nor revoked.



    


    
      
        expired?(token, type \\ :access_token, now \\ :os.system_time(:seconds))

      


        Determines if a token is expired



    


    
      
        hash(string)

      


        Returns an hexadecimal SHA512 hash of given string



    


    
      
        revoked?(token, arg2)

      


        Determines if a token is revoked.



    


    
      
        userinfo(token)

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Backplane.Oauth.Token{
  client: Backplane.Oauth.Client.t() | nil,
  code_challenge: String.t() | nil,
  code_challenge_hash: String.t() | nil,
  code_challenge_method: String.t() | nil,
  expires_at: integer() | nil,
  inserted_at: DateTime.t() | nil,
  nonce: String.t() | nil,
  redirect_uri: String.t() | nil,
  refresh_token: String.t() | nil,
  refresh_token_revoked_at: DateTime.t() | nil,
  resource_owner: Backplane.Oauth.ResourceOwner.t() | nil,
  revoked_at: DateTime.t() | nil,
  scope: String.t(),
  state: String.t() | nil,
  sub: String.t() | nil,
  type: String.t(),
  value: String.t() | nil
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      ensure_valid(token, type \\ :access_token)



        
          
        

    

  


  

      

          @spec ensure_valid(token :: t(), type :: :access_token | :refresh_token) ::
  :ok | {:error, String.t()}


      


Determines if a token is valid, neither expired nor revoked.
Examples
iex> ensure_valid(%Backplane.Oauth.Token{revoked_at: nil})
:ok

iex> ensure_valid(%Backplane.Oauth.Token{})
{:error, "Token revoked."}

  



    

    

  
    
      
    
    
      expired?(token, type \\ :access_token, now \\ :os.system_time(:seconds))



        
          
        

    

  


  

      

          @spec expired?(token :: t(), type :: :access_token | :refresh_token, now :: integer()) ::
  boolean()


      


Determines if a token is expired
Examples
iex> expired?(%Backplane.Oauth.Token{expires_at: 1628260754})
false

iex> expired?(%Backplane.Oauth.Token{expires_at: 0}) # 1st january 1970
true

  



  
    
      
    
    
      hash(string)



        
          
        

    

  


  

      

          @spec hash(string :: String.t()) :: hashed_string :: String.t()


      


Returns an hexadecimal SHA512 hash of given string
Examples
iex> hash("foo")
"F7FBBA6E0636F890E56FBBF3283E524C6FA3204AE298382D624741D0DC6638326E282C41BE5E4254D8820772C5518A2C5A8C0C7F7EDA19594A7EB539453E1ED7"

  



  
    
      
    
    
      revoked?(token, arg2)



        
          
        

    

  


  

      

          @spec revoked?(token :: t(), type :: :access_token | :refresh_token) :: boolean()


      


Determines if a token is revoked.
Examples
iex> revoked?(%Backplane.Oauth.Token{revoked_at: nil})
:ok

iex> revoked?(%Backplane.Oauth.Token{})
false

  



  
    
      
    
    
      userinfo(token)



        
          
        

    

  


  


  


        

      


  

    
Backplane.Oauth.TokenApplication behaviour
    



      
OAuth application behaviour - token endpoint
Implement this behaviour in the application layer of your OAuth provider. The callbacks are triggered while calling functions from Backplane.Oauth module.

      


      
        Summary


  
    Callbacks
  


    
      
        token_error(conn, oauth_error)

      


        This function will be triggered in case of failure invoking Backplane.Oauth.token/2



    


    
      
        token_success(conn, token_response)

      


        This function will be triggered in case of success invoking Backplane.Oauth.token/2



    





      


      
        Callbacks


        


  
    
      
    
    
      token_error(conn, oauth_error)



        
          
        

    

  


  

      

          @callback token_error(conn :: Plug.Conn.t(), oauth_error :: Backplane.Oauth.Error.t()) ::
  any()


      


This function will be triggered in case of failure invoking Backplane.Oauth.token/2

  



  
    
      
    
    
      token_success(conn, token_response)



        
          
        

    

  


  

      

          @callback token_success(
  conn :: Plug.Conn.t(),
  token_response :: Backplane.Oauth.TokenResponse.t()
) :: any()


      


This function will be triggered in case of success invoking Backplane.Oauth.token/2

  


        

      


  

    
Backplane.Oauth.TokenGenerator behaviour
    



      
Behaviour to implement utilities to generate token value. This must be implemented in the module configured as token_generator set in config.exs

      


      
        Summary


  
    Callbacks
  


    
      
        generate(type, token)

      


        Generates a token value from token entity.



    


    
      
        secret(client)

      


        Generates a secret from client entity.



    





      


      
        Callbacks


        


  
    
      
    
    
      generate(type, token)



        
          
        

    

  


  

      

          @callback generate(type :: :access_token | :refresh_token, token :: struct()) ::
  value :: String.t()


      


Generates a token value from token entity.

  



  
    
      
    
    
      secret(client)



        
          
        

    

  


  

      

          @callback secret(client :: struct()) :: value :: String.t()


      


Generates a secret from client entity.

  


        

      


  

    
Backplane.Oauth.TokenRequest 
    



      
Implicit request

      


      
        Summary


  
    Types
  


    
      
        t()

      


        Type representing an implicit request as stated in OAuth 2.0 RFC and OpenId Connect core 1.0



    





  
    Functions
  


    
      
        require_nonce?(token_request)

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Backplane.Oauth.TokenRequest{
  client_id: String.t(),
  grant_type: String.t(),
  nonce: String.t(),
  prompt: term(),
  redirect_uri: String.t(),
  resource_owner: struct(),
  response_types: [String.t()],
  scope: String.t(),
  state: String.t()
}


      


Type representing an implicit request as stated in OAuth 2.0 RFC and OpenId Connect core 1.0
Note : resource_owner is an addition that must be provided by the application layer.

  


        

      

      
        Functions


        


  
    
      
    
    
      require_nonce?(token_request)



        
          
        

    

  


  

      

          @spec require_nonce?(request :: t()) :: boolean()


      



  


        

      


  

    
Backplane.Oauth.TokenResponse 
    



      
Response returned in case of access token request success. Provides utilities and mandatory data needed to respond to the token part of client credentials, resource owner password, code and hybrid flows.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        from_token(params)

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Backplane.Oauth.TokenResponse{
  access_token: String.t() | nil,
  expires_in: integer() | nil,
  id_token: String.t() | nil,
  refresh_token: String.t() | nil,
  token: Backplane.Oauth.Token.t(),
  token_type: String.t()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      from_token(params)



        
          
        

    

  


  

      

          @spec from_token(%{
  required(type :: :token | :id_token) =>
    token :: Backplane.Oauth.Token.t() | String.t()
}) :: t()


      



  


        

      


  

    
Backplane.Oauth.Validator 
    



      
Utility to validate the request according to the given parameters

      


      
        Summary


  
    Functions
  


    
      
        validate(atom, params)

      


        Validates given OAuth parameters.



    





      


      
        Functions


        


  
    
      
    
    
      validate(atom, params)



        
          
        

    

  


  

      

          @spec validate(action :: :token | :authorize | :introspect | :revoke, params :: map()) ::
  {:ok, params :: map()} | {:error, message :: String.t()}


      


Validates given OAuth parameters.
Examples
iex> validate(:token, %{
  "grant_type" => "client_credentials",
  "client_id" => "client_id",
  "client_secret" => "client_secret"
})
{:ok, %{
  "grant_type" => "client_credentials",
  "client_id" => "client_id",
  "client_secret" => "client_secret"
}}

iex> validate(:authorize, %{})
{:error, "Request is not a valid OAuth request. Need a response_type param."}

  


        

      


  

    
mix backplane_oauth.gen.controllers 
    



      
This task will help creation of a basic OAuth/OpenID Connect server by providing needed phoenix controllers, views and templates to expose OAuth endpoints.
Controllers are unit tested using Mox, you'll need to add that dependency in order to run them (see below).
Examples
mix backplane_oauth.gen.controllers
Post installation steps
	You can add OAuth routes in web application router as follow to expose controller actions

scope "/oauth", MyAppWeb.Oauth do
  pipe_through :api

  post "/revoke", RevokeController, :revoke
  post "/token", TokenController, :token
  post "/introspect", IntrospectController, :introspect
end

scope "/openid", MyAppWeb.Openid do
  pipe_through [:api]

  get "/userinfo", UserinfoController, :userinfo
  post "/userinfo", UserinfoController, :userinfo
  get "/jwks", JwksController, :jwks_index
end

####

scope "/oauth", MyAppWeb.Oauth do
  pipe_through [:browser, :fetch_current_user]

  get "/authorize", AuthorizeController, :authorize
end

## OR

scope "/openid", MyAppWeb.Openid do
  pipe_through [:browser, :fetch_current_user]

  get "/authorize", AuthorizeController, :authorize
end
Testing
	Add mox dependency in order to run controller unit tests

{:mox, "~> 0.5", only: :test}
	Add following in config/test.exs

config :myapp, :oauth_module, Backplane.Oauth.OauthMock
config :myapp, :openid_module, Backplane.Oauth.OpenidMock
	Add following in test/test_helper.exs

Mox.defmock(Backplane.Oauth.OauthMock, for: Backplane.Oauth.OauthModule)
Mox.defmock(Backplane.Oauth.OpenidMock, for: Backplane.Oauth.OpenidModule)
User flows
All flows involving resource owners need its integration guided by Backplane.Oauth.ResourceOwners behaviour.
For authorize endpoint, you'll need to assign current_user with a plug and setup login redirections which, with raw setup, raise an error where it is required.
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        Callback implementation for Mix.Task.run/1.
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Callback implementation for Mix.Task.run/1.

  


        

      


  

    
mix backplane_oauth.gen.migration 
    



      
Migration task for Backplane OAuth.
Creates oauth_clients, oauth_scopes and oauth_tokens tables.
Note: This task will create migration files to keep your integration up to date by checking migration file and module names to create missing ones.
Thus it is not recommended to change naming since it will recreate the migration in further runs.

Examples
mix backplane_oauth.gen.migration
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